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Preface

SentinelOne is a cutting-edge, cybersecurity platform designed to protect organizations from

a wide range of threats, including malware, ransomware, and zero-day exploits. By leveraging
autonomous technology, SentinelOne provides real-time threat detection, prevention, and
remediation without requiring constant human intervention. Its integration of endpoint protection
with forensic analysis ensures a robust defense against cyber threats while offering deep insights
into security events. This makes SentinelOne an ideal solution for enterprises seeking to enhance
their cybersecurity posture with minimal manual oversight.

This guide will walk you through installation steps and configurations required to silently deploy
SentinelOne to your Mac computers using Jamf Pro. By following these guidelines and leveraging
SentinelOne’s autonomous capabilities, you can secure your macOS endpoints effectively while
maintaining optimal performance.

This guide will focus on installing SentinelOne on Mac computers running macOS 15 (Sequoia)

Requirements for installing SentinelOne on macOS 15:
¢ SentinelOne macOS Agent version 24.2.2 or later. At the time of writing this guide
SentinelOne is on version 24_4_1_7830
e Pre Authorized Configuration Profiles to prevent user prompts during deployment. This will
be created in this guide.

This guide was written using the following:
® macOS 15.3.2
e Jamf Pro Server 11.4.1
e SentinelOne macOS Agent version 24_4_1_7830



Section 1: Packages and Scripts

What You'll Need
Learn what hardware, software, and information you'll need to complete the tutorials in this guide.

Hardware and Software
Requirements for following along with this guide:

e Administrative access to your Jamf Pro server.

¢ SentinelOne macOS Agent installer package version 24.2.2 or later. At the time of writing,
SentinelOne is on version 24_4_1_7830

e SentinelOne organization token

You need to log into your organizations SentinelOne console to get the installer package and your
organizational token. This guide will not cover getting the installer package or organizational token
from SentinelOne.

In this section, we will upload the SentinelOne macOS Agent and create a script to install and
license the SentinelOne Agent without any user interaction.

1. Log into your Jamf Pro server with administrative privileges.

¥4 Pro
Username
Required
Password
[ o]
Required

2. Click Settings (42).
3. Enter packages in the search field.
4. Click Packages.

¥4 Pro

Eg Dashboard Settings

0 Computers >

ED Devices > [packagesl ﬂ—m.ga_ 3
& Users >

Al System Global Jamfapps Self Service Server Network Computer management
2 — &

Computer management 1 result found for "packages"
O— 4
& Packages

Upload packages, configure settings, and set deployment priority
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6 —® [ Security v ]

5. Click New (+).

Settings : Computer management
< Packages New

Q search filterable columns, < 1 > 1-20f2 @ B @

6. Select a category. This guide will use Security.
7. Drag and drop your SentinelOne installer package in the Drop file her section.

8. Click Save. This will start the package upload.

Settings : Computer management > Packages
< New package
General  Options  Limitations

Display name
Display name for the package

[ Sentinel-Release-24-4-1-7830_macos_v24_4_1_7830.pkg ]

Required

Category
Category to add the package to

Filename
Filename of the package on the distribution point (e.g., "MlyPackage.pkg")

D Sentinel-Release-24-4-1-7830_macos_v24_4_1_7830.pkg

- 8
Cancel Save

9. Click Settings.
10. Enter scripts in the search field.
11. Click Scripts.

54 pro

o0

89 Dashboard Setti ngs

8 Computers >

o 10

& Users >

User

D Display icons

Inform.

Al System Global Jamfapps Self Service Server Network Computer 1t Device
9 el £} Settings e —

1 result found for "Script"

Scripts

Upload and manage scripts to deploy to

O—
computers, set parameters 1 1

o

Section 1 Page 5



12.Click New.

Settings : Computer management Y
< Scripts New

Q searc < 1 » 1-20f2 B @,

13.Click General

14.Enter SentinelOne License and Install for Display Name.
15.Select a category of your choosing. This guide will use Security
16.Enter This script will install and license SentinelOne silently for Information.

17.Click Script.

Settings : Computer management >  Scripts

< New Script

17
13_ Options  Limitations

Display Name
Display name for the script

[SentineIOne License and Install H—— 14

Required

Category
Category to add the script to

15 ——{ Security v ]

Information
Information to display to the administrator when the script is run

This script will install and license SentinelOne silently.

— 16

Notes
Notes to display about the script (e.g., who created it and when it was created)

®

Cancel Save

Section 1 Page 6



18.Copy and paste the code below into the script field
#!/bin/zsh

#This will install SentinelOne and add the site token during the install.
#Make sure to change the installer package version to match the version
you're installing

echo "Your Token Goes Here" > /Library/Application\ Support/JAMF/Waiting\
Room/com.sentinelone.registration-token

/usr/sbin/installer -pkg /Library/Application\ Support/JAMF/Waiting\ Room/
Sentinel-Release-24-4-1-7830 macos v24 4 1 7830.pkg -target /

19.Enter your organizational token in the “Your Token Goes Here” section of the script as shown on
line 6. Be sure to enter the token in between the double quotes.

20.Enter the SentinelOne installer package name at the end of line 7 of the script. It may differ from
what is shown in the screen shot below.

21.Click Save.

Settings : Computer management >  Scripts

< New Script

General Script Options  Limitations

Mode Theme

[Default v] {Default V] @

1 #!/bin/zsh

2

3 #This will install SentinelOne and add the site token during the install. 1 8
1 9 4 #Make sure to change the installer package version to match the version you're installing

5

6 echo /Library/Application\ Support/JAMF/Waiting\ g tinel ieteord Lol

7 /usr, = brary/Application\ Support/JAMF/Waiting\ RoomjSentinel-Release-24-4-1-7830_macos_v24_4_1_7830.pkg I—target /

I 20

Copied!

®
Cancel _ 2 1

This completes this section. In the next section, we will create two smart computer groups to use
for scoping the installation of SentinelOne.
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Section 2: Create Smart Computer Groups

What You'll Need
Learn what hardware, software, and information you'll need to complete the tutorials in this guide.

Hardware and Software
Requirements for following along with this guide:

e Administrative access to your Jamf Pro server.

In this section, we will create two smart computer groups to use for scoping the installation of
SentinelOne.

1. If necessary, Log into your Jamf Pro server with administrative privileges.

4 Pro
Username
{ )
Required
Password
[ s]
Required

2. Click Computers.
3. Smart Computer Groups.
4. Click New.

4 rro Q

0o

Computers

Smart Computer Groups

8 g Computers

2 — 2
Policies

o [+ vew f—14

Configuration Profiles

& Software Updates NAME A~ COUNT 0
& Restricted Software

Mac Apps

Patch Management

eBooks

‘Smart Computer
3 Groups
fatic Computer Groups

Classes

Enroliment
Enroliment Invitations.

PreStage Enroliments
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5. Click Computer Group.
6. Enter SentinelOne Installed for Display Name.

7. Click Criteria.
—7

1
5 ——I Computer Groupl I Criteria I Reports

Display Name
Display name for the smart computer group

6 ——ESentineIOne Installed ]

D Send email notification on membership change
When group membership changes, send an email notification to Jamf Pro users with email notifications enabled. An SMTP
server must be set up in Jamf Pro for this to work

Site
Site to add the smart computer group to

None v

8. Click Add.
Computer Group Criteria
AND/OR CRITERIA OPERATOR VALUE

No Criteria Specified

9. Click Choose for Application Title.

[ Application Title I Choose '

10. Select "has" for the Operator

11. Enter SentinelOne Extensions.app for the Value.

12. Click Save.
Computer Group Criteria
AND/OR CRITERIA OPERATOR VALUE 1 1
@ ?ﬁgication I[has v ]I [SentinelOne Extensions.app| ] @ @

10—

®
Cancel 1 2
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13. Click Previous (¢).

Computers :  Smart Computer Groups

SentinelOne Installed

Computer Group Criteria Reports (") show in Jamf Pro Dashboard

AND/OR CRITERIA OPERATOR VALUE

14. Click New (+).

Computers

Smart Computer Groups

NAME A il COUNT

15. Click Computer Group.
16. Enter SentinelOne NOT Installed for Display Name.

17. Select Criteria.

1 5_—| Computer Groupl | Criteria I

Display Name
Display name for the smart computer group

1 6_-0[SentineIOne NOT Installed| ]

[:] Send email notification on membership change
When group membership changes, send an email notification to Jamf Pro users with email notifications
enabled. An SMTP server must be set up in Jamf Pro for this to work

18. Click Add.

Computer Group Criteria

AND/OR CRITERIA OPERATOR VALUE

No Criteria Specified

19. Click Choose for Application Title.

[ Application Title I Choose

20. Select "does not have" for the Operator:
21. Enter SentinelOne Extensions.app for the Value.

22. Click Add.

Computer Group  Criteria

AND/OR CRITERIA OPERATOR VALUE

1_21

] ©

- [does nothave v ] [Sencinelone Extensions.app

Application Title

20

]

Delete

Section 2 Page 10



23. Click Show Advanced Criteria.

Computer Group Criteria

NEW CRITERIA I Show Advanced Criteria I

24. Click Choose for Profile Name.

Profile Name I Choose ”

25. Select "and".

26. Select "has" for the Operator
27. Enter SentinelOne Settings for the Value.
28. Click Save.

Computer Group Criteria

AND/OR CRITERIA OPERATOR VALUE

Application [ . [ . ) ]
@ Title does not have SentinelOne Extensions.app @

J
Z;o;": I[has v ] [SemineIOne Settings J @
26— I 27

25—

®
Cancel Save —28

This completes this section. In the next section, we will create a configuration profile with all the
required settings to silently install SentinelOne.
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Section 3: Create a Configuration Profile

What You'll Need
Learn what hardware, software, and information you'll need to complete the tutorials in this guide.

Hardware and Software
Requirements for following along with this guide:

e Administrative access to your Jamf Pro server.

In this section, we will create a configuration profile with all the required settings to silently install
SentinelOne.

1. If necessary, Log into your Jamf Pro server with administrative privileges.

¥4 Pro
Username
{ )
Required
Password
( =)
Required

2. Click Computers.
3. Click Configuration Profiles.
4. Click New.

_" Pro ‘p &
Computers

Configuration Profiles

0
be o Computers

2 —]
N e —————
v Q Filter Profiles 0-00f0 + New ugRjsiecies = =
(b Inventory

o, Search Inventory
&

NAME Il LOGS i COMPLETED il PENDING i FAILED il SCOPE i
Search Volume Content

Licensed Software No data available in table

Content Management

Policies

3 —_— Configuration Profiles

Software Updates

£
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5. Click General.

6. Enter SentinelOne Settings for the Name. (The name MUST be spelled exactly as shown or the
smart group we created in Section 2 will NOT work).

7. Select a category. This guide will use Security.

Options Scope

Q search
General
5 @, General Name
Display name of the profile
. . N
® Accessibility [SentlneIOne Settings ] 6
Not configured
Description
ACME Certificate Brief explanation of the content or purpose of the profile
% Not configured
) AD Certificate
Not configured
Site
AirPlay Site to add the profile to

3]

Not configured

App-To-Per-App VPN
& Mapping
Not configured

Category
Category to add the profile to

[ Security B 7

Application & Custom
O  settings N Level

Not configured Level at which to apply the profile

Approved Kernel Computer Level ¥

8  Extensions
Not configured

®

Cancel Save
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8. Scroll down and select Content Filter

9. Enter SentinelOne Content Filter for Filter Name

10. Enter com.sentinelone.extensions-wrapper for Identifier

11. Select "Firewall” for Filter Order.

12. Select "Enable” for Socket Filter.

13. Enter com.sentinelone.network-monitoring for Socket Filter Bundle Identifier.

14. For Socket Filter Designated Requirement, Enter:

identifier "com.sentinelone.network-monitoring" and anchor apple generic
and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or
certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.OU] = "4AYE5J54KN")

15.Select "Ignore” for Network Filter.

Content Filter
8 7 Content Filter Settings configured: 5

Settings configured: 5

Setting Include

I=) Content Caching

Not configured Filter Name e

Display name of the filter in the app and on the device

= Directory [SentineIOne Content Filter 1 9
Not configured J

Required
g DNS Proxy

Not configured Identifier D

Identifier for the filter plug-in

@ DNS Settings [com.sen(inelone.extensions-wrapper ® T 10
Not configured

Required

Filter Order c

Specify the order in which traffic is filtered. Filters with a grade of firewall see network traffic before filters with a grade of

inspector.
%) 1"

[Firewa!l

Socket Filter o

Specify filtering of socket traffic

Enable I 12

Socket Filter Bundle Identifier
Bundle identifier of the socket filter provider system extension

[com.sentinelone.network-mcnitoring +_ 1 3

Socket Filter Designated Requirement
Designated requirement of the socket filter provider system extension

[identifier "com.sentinelone.network-monitoring" and anchor apple generic and (certificate Ieaf[field,1.2.840.113635,100.9_— 1 4

Network Filter o

Specify filtering of network packets

15— @ =)
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16.Scroll down and select Managed Login Items

17. Select "Label Prefix" for Rule Type.

18. Enter com.sentinelone. for Rule Value (there is a trailing period at the end of com.sentinelone.

it must contain the trailing period)

19. Enter Prevent removal of SentinelOne Launch Agents and Launch Daemons for Rule Comment

20. Click Add (+).

Options Scope

Managed Login Items

1 setting configured

o Managed Login Items

1 setting configured

Setting

fiv] Mobility

Not configured Managed Login Item rules

A custom set of keys that identifies the rule types and values for the Managed Login Items

Network Rule type
Not configured The rule to identify the item

P}

Exclude all

Include

[ Label Prefix

@, Network Relay

Not configured
9 Rule value

The value to match the rule type

0 Notifications

. inelone.
Not configured [c‘?m sentinelone.

j————18

Team identifier

4 Parental controls An optional field to limit the rule type and rule value for this item to a specific team identifier

Not configured

[

y) Passcode
Not configured Rule comment An optional description of the rule
a Printing Prevent removal of SentinelOne Launch Agents and Launch Daemons

Not configured

Privacy Preferences Policy
©  control
Not configured

[ —20

21. Enter Bundle Identifier for Rule Type.

22. Enter com.sentinelone for Rule Value:

23. Enter Prevent removal of SentinelOne Launch Agents and Launch Daemons for Rule

Comment.

Rule type
The rule to identify the item

[Bundle Identifier

—21

Rule value
The value to match the rule type

[ com.sentinelone

Team identifier
An optional field to limit the rule type and rule value for this item to a specific team identifier

[

——
)

Rule comment An optional description of the rule

Prevent removal of SentinelOne Launch Agents and Launch Daemons

=23
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24. Scroll down the payloads and select Notifications.

25. Click Add.

Options Scope

Q search

— Notifications
24 Q Notifications Use the switch to enable the setting configuration (macOS Remove all + Add 25

pctcoptigticd 1015 or later)

26. Enter SentinelOne for App Name.
27. Enter com.sentinelone.SentinelAgent for Bundle ID.

28. Enable the following settings as shown below:

e Critical Alerts e Notifications in Notification Center
¢ Notifications ® Badge app icon
e Banner Type Alert ¢ Play sound for notifications

¢ Notifications on Lock Screen

29. Set "Banner Type Alert" to your liking. This guide will set to Persistent.

1 payload configured

SentinelOne  sundle I0: com.sentinelone.SentinelAgent x ~
Settings configured: 7

App Name Bundle ID
; - . ol
27 __{ SentinelOne ] {wmvsemm.nm | | 26
Required
Settings Include

Critical Alerts
Critical Alerts can ignore Do Not Disturb and ringer settings for this app

Notifications
Allow notifications to be displayed for this app

Banner alert type
Banner alerts appear in the upper-right corner. Temporary banners clear automatically and persistent banners require the end user to take action before
clearing.

~

29— fovmen ) 28
Notifications on Lock Screen
Display

Notifications in Notification Center
Display

adge app icon

Display

Play sound for notifications
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30. Scroll down and select Privacy Preferences Policy Control

31. Click Configure

Options Scope

Q search...

Not configured

Privacy Preferences Policy
Control
Not configured

30— ©

= Proxies
Not configured

o Restrictions
Not configured

=] SCEP

Not configured

Security and Privacy
Not configured

~

© Configure Privacy
Preferences Policy Control
Use this section to define access settings for

applications and services (mac0OS 10.14 or
later, User Approved MDM required).

32. Enter com.sentinelone.sentineld for Identifier.
33. Select “Bundle ID" for Identifier Type.

34. Enter the following for Code Requirement:

anchor apple generic and identifier "com.sentinelone.sentineld" and
(certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or

certificate 1[field.1.2.840.113635.100.6.2.6] /* exists

*/ and certificate

leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate

leaf [subject.OU] = "4AYES5J54KN")

35. Click Add (+) for App or Service.

Configuration Profiles Not configured

=
Options  Scope
[} Inventory
Q - .
& Search Inventory Privacy Preferences Policy Control
Privacy Preferences
Search Volume Content
= O Ppolicy Control () Appaccess
1 payload configured
Licensed Software payioad configure
© : Identifier
8 Proxies
© Content Management Not configured [ om ineld ]
Policies
& © Restictions Identifier Type

31

— 32

| Bundle ID I

Code Requirement

Software Updates
a SCEP

. Not configured
Restricted Software

Mac Apps Security and
O Privacy
Patch Management ® Not configured
eBooks N .
Single Sign-On
&  Extensions
Groups Not configured

Smart Computer

Groups Smart Card

Not configured

Qtatic Camnutar Graun

anchor apple generic and identifier "com.sentinelone.sentineld" and (certificate
leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /*
exists */ and certificate leaf(field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.OU] = "4AYE5J54KN")

D Validate the Static Code Requirement

APP OR SERVICE ACCESS

33

— 34

— 35
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36

40_—E com.sentinelone.sentineld-helper ]

oo )

42_ certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate

44_—{ SystemPolicyAllFiles v ]

36. Select "SystemPolicyAllFiles”.
37. Select "Allow”.
38. Click Save.

39. Click Add (+) in the upper right corner to create a new Privacy Preferences Policy Control.

Privacy Preferences Policy Control

App access

Identifier

[com.sentinelone,sentineld ]

Identifier Type

Bundle ID

Code Requirement

anchor apple generic and identifier "com.sentinelone.sentineld" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = "4AYE5J54KN")

D Validate the Static Code Requirement

APP OR SERVICE ACCESS

(ystempolcyaiies ) -_ 37

40. Enter com.sentinelone.sentineld-helper for Identifier

41. Select "Bundle ID” for Identifier Type
42. Code Requirement:

anchor apple generic and identifier "com.sentinelone.sentineld-helper"

and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or
certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate

leaf [subject.OU] = "4AYESJ54KN")
43. Click Add (+) for App or Service [Not Shown].
44. Select "SystemPolicyAllFiles”.
45. Set to "Allow".
46. Click Save.
47. Click Add (+) in the upper-right corner

App access

Identifier

Identifier Type

Code Requirement

anchor apple generic and identifier "com.sentinelone.sentineld-helper" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or

leaf[subject.OU] = "4AYESJ54KN")

E] Validate the Static Code Requirement

APP OR SERVICE ACCESS - 46

45 =)
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48. Enter com.sentinelone.sentineld-shell for Identifier
49. Select "Bundle ID" for Identifier Type.

50. For Code Requirement, enter:
anchor apple generic and identifier "com.sentinelone.sentineld-shell"
and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or
certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate

leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf [subject.OU] = "4AYES5J54KN")

51. Click Add (+) for App or Service [Not Shown].
52. Select "SystemPolicyAllFiles”.

53. Set to "Allow”.

54. Click Save.

App access

Identifier

48 (com. enti .sentir hell J

Identifier Type

49— (owarn )

Code Requirement

50 anchor apple generic and identifier "com.sentinelone.sentineld-shell" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or
—_—

certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.113] /* exists */ and certificate
leaf[subject.OU] = "4AYE5J54KN")

D Validate the Static Code Requirement

APP OR SERVICE ACCESS

52— o) [ F—53 Co=0

55.Scroll down and select System Extensions.

56.Click Configure

SCEP
8 e configured

® Security and Privacy o

Not configured Configure System Extensions

Use this section to define settings for System Extensions (m

o Single Sign-On Extensions 10.15 or later, User Approved MDM required)
Not configured IR
Configure 5 6
Smart Card
Not configured
~ Software Update
<

Not configured

5 System»Migration
Not configured

& System Extensions
55—— 8 \oicontiurea
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57
58

57. Enter SentinelOne Network Monitoring Extension for Display Name.

58. Select "Allowed system extensions” for System Extension Types.
59. Enter 4AYE5J54KN for Team Identifier.

60. Click Add (+) for Allowed System Extensions [Not Shown].

61. Enter com.sentinelone.network-monitoring.

62. Click Save.

63. Click Add (+) in the upper right corner to create a allowed extension.

Allow users to approve system extensions
Allowed System Extensions and Teams IDs

Display Name

System Extensions

[ ntinelOne Network Extension

System Extension Types

{AHowed system i - ]

POTENTIAL CONFLICT BETWEEN NON-REMOVABLE AND REMOVABLE SYSTEM EXTENSIONS

@ A System Extension payload containing both "Non-removable system extensions” and "Removable system extension” types wil
be rejected by the computers in scope. You can use the same system extension when choosing “Non-removable system
extensions from UI" and "Removable system extensions".

Team Identifier

5 9_—. [ 4AYE5J54KN

61

ALLOWED SYSTEM EXTENSIONS

«

meent moniag ) [Gof—T—¢2

64. Enter SentinelOne System Extension for Display Name.

65. Select "Non-removable system extensions from Ul” for System Extension Types.

66. Enter 4AYE5J54KN for Team Identifier.

Display Name

Allowed System Extensions and Teams IDs

64_—0 [ SentinelOne System Extension

System Extension Types

66

[ ble system from UI v]

POTENTIAL CONFLICT BETWEEN NON-REMOVABLE AND REMOVABLE SYSTEM EXTENSIONS

© A System Extension payload ining both "N system extensions” and " system extension” types will be
rejected by the computers in scope. You can use the same system extension when choosing “Non-removable system extensions
from UI" and "Removable system extensions".

Team Identifier

[AAVESJSAKN

NON-REMOVABLE SYSTEM EXTENSIONS FROM Ul

67.Click Scope.

Q searcn
R System Extensions
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68.Scope to your Target computers. This guide will use All Computers.
69.Click Save.

Options Scope

Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to

68 _—{AII Computers v } [Specific Users v ]
Selected Deployment Targets

TARGET TYPE

No Targets

® 19

Cancel Save O

This completes this section. In the next section, we will create a policy to install the SentinelOne
Mac Agent.
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Section 4: Create a Policy
What You'll Need

Learn what hardware, software, and information you'll need to complete the tutorials in this guide.

Hardware and Software
Requirements for following along with this guide:
e Administrative access to your Jamf Pro server.

¢ A Non-Production Test Mac computer enrolled in Jamf Pro without SentinelOne installed.

In this section, we will create a policy to install SentinelOne and test our workflow to make sure it

gets installed.

1. If necessary, Log into your Jamf Pro server with administrative privileges.

4 Pro

Username

[ )

Required

Password

[ 5)

Required

2. Click Computers.
3. Click Policies.
4. Click New.

4 Pro

Computers

Policies

0
o

o0

8 Computers

ey QFilter Policies 1-30f3

Search Inventory

NAME A I FREQUENCY
Search Volume Content

N
@ 0 ‘Eln

Licensed Software

Content Management
33— |
Configuration Profiles
Software Updates

Restricted Software

Mac Apps

Patch Management

eBooks

Groups

Smart Computer

i TRIGGER i SCOPE

1=
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TECHNOLOGY GROUP

5. Click General.

6. Enter Install SentinelOne for Display Name.

7. Select a category of your choosing. This guide will use Security.
8. Select "Recurring Check-in" for the Trigger.

9. Select "Once per computer” for the Execution Frequency.

10. Select the checkbox for “Automatically re-run policy on failure”.
11. Select "On next recurring check-in" for Retry Event.

12. Select 3 for Retry Attempts:

Options Scope Self Service User Interaction

General
Display Name
_ Packages Display name for the policy
© () packages [Instal\ SentinelOne C— 6
@ Software Updates @ Enabled
Not Configured
Site
a Scripts Site to add the policy to
.. Printers Category
= N
O Printers Category to add the policy to
o DiskEncryption [Secumy } 7
" Not Configured
Trigger
Dock Items it .
= 0 Dock Items Event(s) to use to initiate the policy
[ startup
g Local Accounts When a computer starts up. A startup script that checks for policies must be configured in Jamf Pro for this to w|
0 Accounts
0 Login v
g Management Accounts When a user logs in to a computer. A login event that checks for policies must be configured in Jamf Pro for this
Not Confiqured ([ Network State Change
_ o When a computer's network state changes (e.g., when the network connection changes, when the computer nar|
g Directory Bindings changes)
0 Bindings

[ Enroliment Complete

EFI Password Immediately after a computer completes the enroliment process

»

Not Confiqured 8 ——| BJfecurring checi-in
) At the recurring check-in frequency configured in Jamf Pro
a Restart Options
Not Configured [ custom

At a custom event
4 Maintenance

“ Not Configured Execution Frequency

Frequency at which to run the policy

Qe Once per computer 9

Not Configured

oot voncs comptance 1 0= Bttty ot s
-

Not Confiqured Retry Event
Event to use to re-run the policy

[On next recurring check-in Al 1 1

R Attempts
12— ]

13. Click Packages
14. Click Configure

Options  Scope  Self Service  User Interaction

4] General

& Configure Packages

Use this section to install, cache, and uninstall packages.

. Packages - ! " °
13 e Also use this section to install a single cached package.

14

Software

(@) Updates

Not Confiqured

15. Click Add for your version of the SentinelOne installer package.

Sentinel-Release-24-4-1-

7830_macos_v24_4_1_7830.pkg Security
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16. Set your distribution point. This guide will use “Each computers default distribution point”.

17. Select "Cache” for Action.

Packages

Distribution Point
Distribution point to download the package(s) from

1 6 ——— [Each computer's default distribution point v J

Sentinel-Release-24-4-1-7830_macos_v24_4_1_7830.pkg

Action
Action to take on computers

17 —fom )

18. Click Scripts
19. Click Configure

Options Scope Self Service User Interaction

Packages

1Packaae Configure Scripts

Software Use this section to run scripts.

‘,

Not Configured

(@) Updates
|

Scripts
1 8 0 Scripts

20. Click Add for SentinelOne License and Install.

SentinelOne License and Install Security Add

21. Select After for the Priority.

Scripts

SentinelOne License and Install

Priority
Priority to use for running the script in relation to other actior

After v

22. Click Maintenance.
23. Click Configure

Directory
m Bindings

0 Bindinas
n EFlPassword D . .
B ot confiqured /'« Configure Maintenance
<m Restart Options Use this section to update inventory, reset
Not Configured computer names, install all cached

packages, and run common maintenance
tasks.

Maintenance

22_ )\“ Not Confiqured

19

Files and
o
A, Processes

Not Configured

23
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24.Confirm Update Inventory is enabled.

Maintenance

Update Inventory
Force computers to submit updated inventory information to Jamf Pro

D Reset Computer Names
Change the computer name on computers to match the computer name in Jamf Pro

() Install Cached Packages
Install packages cached by Jamf Pro

25. Click Scope.
26. Click Add.

25_ P Self Service User Interaction
Targets Limitations Exclusions
Target Computers Target Users
Computers to deploy the policy to Users to deploy the policy to
[Speciﬁc Computers - } [Speciﬁc Users - ]
Selected Deployment Targets

27. Click Computer Groups.
28. Enter sentinelOne Not in the search field.
29. Click Add for SentinelOne NOT Installed.

Add Deployment Targets
27

Computers Computer Groups Users User Groups Buildings

Departments

26—

GROUP NAME

SentinelOne NOT Installed
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30.Click Save.

Options Scope Self Service User Interaction

Targets Limitations Exclusions

Add Deployment Targets

Computers Computer Groups Users User Groups

Buildings Departments

Q sentinelOne Not 1-10of1

GROUP NAME

Cancel Save

Let's test our workflow. Please use a Non-production test Mac computer enrolled in Jamf Pro
without SentinelOne installed.

31.0pen Terminal.app located in /Applications/Utilities

Terminal.app

32.Run the following command:
sudo jamf policy
Enter your admin credentials when prompted.

If all went well, SentinelOne should be installed on your Mac computer without any user
interaction.

This completes the guide.
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