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Preface

What is Platform SSO Simplified Setup?

Introduced in macOS 26, Platform SSO Simplified Setup requires Platform SSO registration during Automated Device
Enrollment at Setup Assistant. It can also create the first local user account on macOS via just-in-time account creation. This

guide configures Simplified Setup against Okta as the identity provider, with Okta Verify acting as the registration app on
the Mac.

What is Okta Device Access?

Okta Device Access (ODA) is Okta's product suite for extending identity and access control to the device layer itself, not just
web apps and SaaS$, but the macOS login window, local account creation, and cryptographically-bound browser sessions.
ODA runs as part of Okta Identity Engine and is delivered on macOS through a dedicated daemon

( com.okta.deviceaccess.service )that Okta Verify interacts with. ODA is the umbrella under which Desktop Password

Sync (Platform SSO), Just-In-Time Local Account Creation, and Device-Bound SSO all live: the features that turn a Mac into a
first-class Okta identity endpoint.

What is SCEP and why do we need it?

SCEP, the Simple Certificate Enrollment Protocol, is a standard that lets your MDM automatically provision X.509 client
certificates to managed devices without any end-user involvement. In the Okta Platform SSO context, Okta requires SCEP-
issued certificates rather than passwords because certificates are device-bound and non-phishable: they prove this
managed machine is talking to Okta, not just someone who knows a password. The Okta documentation states that SCEP-
enrolled certificates "are used to grant access to APl endpoints and to identify the device to Okta when making calls to AP/
endpoints"(Okta Identity (macOS): JIT Local Account Creation).

Page 3


https://help.okta.com/oie/en-us/content/topics/oda/macos-pw-sync/jit-provisioning-oda.htm

PREFACE (CONTINUED)

Why two SCEP certificates?

Okta Platform SSO Simplified Setup needs two separate SCEP-enrolled certificates because two separate trust relationships
are being established:

Endpoint Management certificate (device authentication)

Provisioned via Okta acting as a CA with a dynamic SCEP challenge. Proves to Okta's SSO extension that the Mac is

MDM-managed and authorizes its role brokering authentication in Safari and native apps. This cert gates the
/oauth2/v1/token call thatthe com.okta.mobile.auth-service-extension makes. Without it, the SSO extension

cannot intercept the auth flow and authentication falls back to the browser-based Okta sign-in page (Source: Okta

Identity (macOS): Configure an SSO extension on managed macOS devices).

Device Access certificate

A separate SCEP-enrolled client cert for the Okta Device Access APl. When Okta Verify silently registers the device for
Platform SSO, it presents this cert. The JIT page states: "The device is silently registered using the Device Access
certificate to authenticate the identity of the device and enroll the Platform SSO keys."This cert gates the /device-
access/api/v1/nonce endpoint(the device nonce exchange that bootstraps PSSO key enrollment) and, for Device-
Bound SSO, the /v1/auth/device-sign endpoint that establishes hardware-bound Okta-joined sessions (Source:
Okta Identity (macOS): Device-Bound SSO for macOS).

Deploying both certificates via MDM before the Simplified Setup flow runs ensures that from the moment the Mac
completes Apple Setup Assistant, every layer of the Okta identity stack, login window, app SSO, and hardware-bound

session security, has the cryptographic trust it needs.

Where does Okta FastPass fit in?

Okta FastPass is a passwordless, phishing-resistant authentication method for users: the experience of clicking a push
notification or biometric prompt instead of typing a password when signing into an Okta-protected app. It is not the same

thing as Okta Device Access and it is not what either of the two SCEP certificates above is named after. The layering is:

e Okta Device Access is the platform/infrastructure layer: the daemon, the Device Access certificate, the device record in
Okta's Universal Directory.

¢ Platform SSO (Desktop Password Sync) is the macOS login layer: syncing the Okta password to the Mac login
window.

¢ Okta FastPass is a user enrollment on top of ODA. The Device-Bound SSO doc lists FastPass enrollment and Device
Access certificates as separate prerequisites. FastPass enrollment is what registers the device as a unique object in
Okta's Universal Directory, which then becomes the basis for Device-Bound SSO policy evaluation

( device.provider.deviceAccess.joined == true ).

The Device Access certificate enables the infrastructure that FastPass relies on, but FastPass itself is a separate user-level
capability and is configured outside this guide.
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PREFACE (CONTINUED)

System Requirements:

This guide was written using the following hardware and software:

e Jamf Pro version 11.25.0 or later

e macOS 26 or later: required for Simplified Setup

e Okta Verify version 9.52 or later

e Okta tenant with Okta Device Access enabled (a paid Okta capability, confirm entitlement with your Okta account team
if you are unsure)

e Apple Business (formerly Apple Business Manager) integrated with Jamf Pro and devices assigned

e TextEdit: used to temporarily store the Platform SSO Client ID during configuration

e Okta usernames must be in email format (characters unsupported by macOS, such as + , cannot appear in the
username). See Create a custom character restriction for the Okta username.

e Every Okta user must have First name and Family name populated. macOS account details are generated from this

information.
e If your org uses a non-email format for usernames or a different format for macOS account names and display names,
you must create custom attributes for username mapping (covered in Section 1 of this guide).

NOTE: If the Platform Single Sign-on for macOS app is not visible in your Okta App Catalog, ODA is not enabled on your
tenant. Contact your Okta account team before continuing.

What you'll configure (from scratch)

This guide walks the entire Okta Platform SSO Simplified Setup end to end:

(1) all Okta configuration: the Platform SSO for macOS app, a group for targeting users, two custom attributes and their
mappings, group assignment, and two dynamic SCEP certificate authorities

(2) all Jamf Pro configuration: a smart group that targets your PreStage, a SCEP profile (two certificates), an Okta Verify

configuration profile, and a Platform SSO extension profile

(3) a PreStage Enrollment (including the Platform SSO app bundle ID) plus a full erase-install test on a Mac computer. For

official source documentation, see Okta's Simplified Setup guide and Jamf Pro's Extensible Single Sign-On documentation.
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PREFACE (CONTINUED)

Password vs Secure Enclave

Platform SSO supports two authentication methods. This guide builds both. They are identical except for one setting in the
Platform SSO extension profile (Section 5): the Authentication Method is Password for the Password build and
UserSecureEnclaveKey for the Secure Enclave build. Build and test each separately.

Version requirement

Simplified Setup (Platform SSO registration during Setup Assistant) requires macOS 26 or later and Okta Verify 9.52 or
later. On earlier macOS versions the Simplified Setup option is unavailable.
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Section 1: Configure Platform SSO in Okta (app, attributes, mappings, and
dynamic SCEP)

What You'll Need:

Learn what hardware, software, and information you'll need to complete the tutorials in this section.
Requirements for this section:

e Access to your Okta Admin Console as a super administrator.

e Okta Device Access licensing enabled on the tenant (the Platform SSO for macOS app and dynamic SCEP CA require it).

In this section you configure everything on the Okta side: the Platform Single Sign-on for macOS app, two custom user
attributes and their mappings, the eligible group, and two dynamic SCEP certificate authorities (Endpoint Management and

Device Access).
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

1. Sign in to your Okta Admin Console at https://<your-tenant>.okta.com asa super administrator.

2. Secure Enclave build only: in the Okta Admin Console go to Settings » Features. First enable Device-Bound Single
Sign-On for macOS and Windows (a required dependency), then enable Secure Enclave Authentication for
Platform SSO. Skip this step for the Password build. (Skip to Step 3) if not applicable.

O oka P—
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Note: Secure Enclave Authentication for Platform SSO turns on hardware-bound key authentication: when a user
unlocks their Mac computer with a password or Touch ID, Platform SSO uses a key stored in the Mac computer's
Secure Enclave to create a device-bound session that satisfies any policy requiring FastPass with user verification,
without repeated MFA prompts. It depends on Device-Bound Single Sign-On, so that feature must be enabled first.
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

3. Inthe left sidebar, click Directory, then Groups.

O okia

= AdminConscie

Groups

4. Click Add Group.

5. SetNameto Platform SSO Users and click Save.

Note: This group controls who can register with Platform SSO. You assign the group to the Platform SSO app later in
this section.
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

6. Click Platform SSO Users.

O okia o S—
o Canscie
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P
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et

7. Click Assign People.

o

8. Click the + to add your test user for this guide we will use jappleseed@hcsonline.com.

O okta a R SR
iy | 2 Assign people to Platform S50 Users i
@ Derccws
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

9. Inthe left sidebar, click Applications.

O okia & LI T RS

= Aden Conscle
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10. Click Browse App Catalog.

11. Inthe catalog search box, type Platform Single Sign-on for macOS , then click the matching app in the results.

O okta : aim TEETOL

- Admn Corace

11 ——
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12. Click Add Integration.

Platform Single Sign-On for
macos e
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

13. On the General Settings step, set Application label to Platform Single Sign-On for macOS ,then click Done.
B _ SRR

ks #1 Add Platform Single Sign-On for macOS e

13 @ -
°
14. New step. Click to edit this text.
15. You are now on the app's page. Click the Sign On tab.
B _ TR
"  Durenws .0 .P!utlmr\shwslgn-l)n'mmacos
15
16
°

Note: single sign on information okta

16. On the Sign On tab, find the Client ID (under Client Credentials) and copy it.
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

17. Open TextEdit (press % Space ,type TextEdit , press Return)and choose File » New. This is your running notes

for the whole setup. Keep it open the entire time. Paste your Okta tenant URL ( https://<your-tenant>.okta.com )
and the Client ID here now.

[ ] @ Uuntitled

81 u s (@ 5 Heletica
£ S S 'Y
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Tenant - hes.okta.com
Client ID -

rReguar ¢ 2~ B
»

» > r r r
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g
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Note: Every value you capture goes in this one document: the tenant URL, the Client ID, and for each SCEP certificate
its SCEP URL, Challenge URL, Username, and Password. Whenever a later step says “from your notes” or “the

corresponding values,” pull them from here. The Client ID becomes PasswordSyncClientID in Section 4.

18. In the left sidebar, click Directory, then Profile Editor.

O okia @ g
= AdeinConscle

Profile Editor

e G

18

19

°
19. In the Profile Editor list, find and click Platform Single Sign-on for macOS (the app's User profile).

Section 1 Page 13



SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

20. Click Add Attribute.

Profile Editor

Plattorm Srnghe Sgn-0n fos macdsS User fo]

20 ——= ==

21. Create the first attribute: set Data type to string , Display name to macOSAccountUsername , Variable name to
macOSAccountUsername , and enable Attribute required. Click Save and Add Another.

22. Create the second attribute: Data type string , Display name macOSAccountFullName , Variable name
macOSAccountFullName . Click Save.

22
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

23. Click Back to Profiles at the top of the page.

O oka - PR

23 — = (C===>)

Profile Editor

Plattorm Srnghe Sgn-0n fos macdsS User fo]

Dl i e [ ——

24. On the Profile Editor row for Platform Single Sign-on for macOS, click Mappings.

O oka - PR

= AdminConscie
Profile Editor
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e
P Antributes
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25. Inthe mappings dialog, click Configure User mappings, then select the Okta User to Platform Single Sign-on for
macOS tab.

Platterm Single Sign-0n for macOS User Profie Mappings
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

26. Inthe row for macOSAccountUsername , set the Okta-side value to user.login .

Platterm Single Sign-0n for macOS User Profie Mappings

26 ._ =
D =
27

27. Inthe row for macOSAccountFullName , setthe Okta-side value to user.displayName ,then click Save Mappings.
Note: These two mappings tell Okta which identity values become the Mac computer's account short name and full

name during just-in-time account creation.

28. Click Apply updates.

Platterm Single Sign-0n for macOS User Profie Mappings

28

Section 1 Page 16



SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)

(CONTINUED)

29. Return to Applications » Applications and open your Platform Single Sign-on for macOS app.

O okta - PR

]
@ e e e

)
30. Click the Assignments tab.
O oka o5 fme
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= o ()
e -
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)
31. Click Assign, choose Assign to Groups, selectthe Platform SSO Users group, and click Done.

B _ SR

o Platform Single Sign-0On for macOS
ween = | [ ]

Goms Sgmin A

31

Assign Platform Single Sign-0n for macOS to
Groups

31

32. Inthe Okta Admin Console, go to Security » Device Integrations.

& okta o @ S

= AdminConssle
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)

(CONTINUED)

33. Select the Endpoint Management tab at the top of the window, then click Add Platform. (This creates the managed-

device attestation SCEP certificate.)

{¥ okta L @

= AdminConssle

Device Integrations e

Darvicn Ascess

oo mardguraaet s 3 coeebbonn 1 2an b acpied in an sl lon iy s raune ol maniged devices hars aew 12 0 spche
Confiquration haip, varw Sccumetatin 12

33

wiicn oataca [ T —

Device Integrations

Dewe Assess

Add device management platform

34

35. Select Use Okta as certificate authority, Dynamic SCEP URL, and Generic, then click Generate.

O oka - PR

= AdinConscie

36. Click Save.
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

37. Copy the SCEP URL, Challenge URL, Username, and Password into your TextEdit notes, labeled Endpoint
Management, then click Save.

O oka © 1 O

- e Conssle

Note: The Password is shown only ONCE. Copy it now. These four values go into the FIRST SCEP payload in Jamf
(Section 3).

38. Back in Security » Device Integrations, select the Device Access tab at the top of the window, then click Add SCEP
Configuration.

O oka PR

38

BCEP congurions for Ot Devies Access CA
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

39. Select Dynamic SCEP URL and Generic, then click Generate.

O oka - PR

= AdinConscie

40

om

40. Click Save.

41. Copy the SCEP URL, Challenge URL, Username, and Password into your notes, labeled Device Access, then click
Save.

O oka - PR

rateri

. =l - °

Note: Again, the Password is shown only once. These go into the SECOND SCEP payload in Jamf (Section 3).
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

42. Inthe Okta Admin Console, go to Settings — Downloads.

Lo o s mambiar o aew

43. Download the Okta Verify package for macOS (version 9.52 or later) and save it to this Mac. You will upload it to Jamf
Pro at the start of the next section.

o]

[, @ vt

43
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SECTION 1 - CONFIGURE PLATFORM SSO IN OKTA (APP, ATTRIBUTES, MAPPINGS, AND DYNAMIC SCEP)
(CONTINUED)

44. Check your TextEdit notes. They should now contain: your Okta tenant URL, the Client ID, and for BOTH certificates a
labeled SCEP URL, Challenge URL, Username, and Password. Take a screenshot of your notes here so you can
confirm nothing is missing before moving to Jamf Pro.

@ @ Uuntitled

81 U s (@ < Hehetca s Reguiar = 12 v B
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Endpoint Management - SCEP

SCEP URL - hni:'lolaa‘hcsomine‘oomlokilm4&ESBSEQEBEENDDSMBQQSIID?4EBBA629534Isoepl

Challenge URL -
https:/fokta.hesonline. i ertificat iti 740D D1

-
password - [N

Device Access - SCEP

SCEF URL - hitpsz/) .hcsonline.com/pKL 1FABD 9BE7EFF98DFD391F04406D/scep/
rac3781kesi8bVx3Q1de

Challenge URL - f hcsonline. vi uthorities/
94A51FABD12E6AS5279BE7EFFI8DFD391F04406D/ registrationAuthorities/rac378 1kesiBbVx3Q1ds/
challenge

semame - I
Password -

Note: You'll pull every one of these values from your notes in the Jamf sections that follow. This checkpoint makes sure
you captured them all.
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Section 2: Create the SCEP configuration profile in Jamf Pro (dynamic SCEP,
two certificates)

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.
Requirements for this section:

e Jamf Pro administrator access.

e The two sets of Okta dynamic SCEP values captured in Section 1 (SCEP URL, Challenge URL, Username, Password): one
for Endpoint Management, one for Device Access.

You create one configuration profile that delivers BOTH SCEP certificate payloads. The Endpoint Management certificate
authorizes the Okta SSO extension; the Device Access certificate lets Okta Verify register the Mac computer silently during
Setup Assistant.
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SECTION 2 - CREATE THE SCEP CONFIGURATION PROFILE IN JAMF PRO (DYNAMIC SCEP, TWO CERTIFICATES)
(CONTINUED)

1. In Jamf Pro, click the Settings (gear) icon, open Categories (under Global).
Bl L < 0 &
— Settings

W o
o
&

2. Setthe Display Name to Platform SSO and click Save.

Note: Create this category ONCE, up front. Jamf only lets you pick a Category that already exists, so the profiles you
build next can be set to Platform SSO.

3. InJamf Pro, click the Settings (gear) icon, then under Computer Management click Packages.

Settings

[ e Cotpn oo

Campubor MANAgement 1w |
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SECTION 2 - CREATE THE SCEP CONFIGURATION PROFILE IN JAMF PRO (DYNAMIC SCEP, TWO CERTIFICATES)

(CONTINUED)

4. Click New.
. e
‘ Packagasl
. Y
@ Coeen
@ sengs
5. Click browse for a file.
=5

& twn e el
6 D Compranie
, = s e

« New package

6. Inthe Display Name field, enter Okta Verify .

7. Setthe Category to Platform SSO.

-c

s Ty | DowaD

8. Select the Okta Verify package you downloaded from Okta (version 9.52 or later).

9. Click Save.

* Naw.hackage .
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SECTION 2 - CREATE THE SCEP CONFIGURATION PROFILE IN JAMF PRO (DYNAMIC SCEP, TWO CERTIFICATES)
(CONTINUED)

10. InJamf Pro, in the left sidebar click Computers, then Configuration Profiles. Click New.

- £ 0 &

Configuration profiles

= Computers

® ¥ B D @

10

11. Inthe General payload, set Name to SCEP - Okta Scep All , Categoryto Platform SSO , Distribution Method
to Install Automatically, and Level to Computer Level.

B @ computers « SCEP — Okta Scep All

12. Inthe payload list on the left, scroll to SCEP and click Configure. This is the FIRST SCEP payload: the Okta Endpoint
Management certificate.

L

a
L
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@ Configure SCEP
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SECTION 2 - CREATE THE SCEP CONFIGURATION PROFILE IN JAMF PRO (DYNAMIC SCEP, TWO CERTIFICATES)

(CONTINUED)

13. In URL, paste the Endpoint Management SCEP URL from your TextEdit notes (Section 1).

€ 0

- Mew mac0S Configuration Profile

= e
13—
14 —— s
15

16

14. In Name, enter Okta Endpoint Management - HCS .

15. Set Redistribute Profile to 14 days.

16. In Subject, enter CN=$SERIALNUMBER MGMT $PROFILE_IDENTIFIER .

Note: MGMT marks this as the Endpoint Management certificate. Keep the CN short: Okta enforces a length limit on
the resulting subject; do not append extra variables.

17. From the Challenge Type dropdown, choose Dynamic-Microsoft CA.

- Mew mac0S Configuration Profile

e
17 — -
18

Note: Dynamic challenge: Jamf requests a fresh one-time SCEP challenge from Okta for every device, so the
challenge is never reused. This is the dynamic SCEP flow.

18. In Challenge URL, Username, and Password, enter the corresponding Endpoint Management values from your

TextEdit notes (Section 1).
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SECTION 2 - CREATE THE SCEP CONFIGURATION PROFILE IN JAMF PRO (DYNAMIC SCEP, TWO CERTIFICATES)
(CONTINUED)

19. SetKey Size to 2048 . Enable Use as digital signature and Allow all apps access. Leave Allow export from
keychain unchecked.

H M < 0

" = computars - New macOS Configuration Profile

By Sy
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SECTION 2 - CREATE THE SCEP CONFIGURATION PROFILE IN JAMF PRO (DYNAMIC SCEP, TWO CERTIFICATES)

(CONTINUED)
21. In URL, paste the Device Access SCEP URL from your TextEdit notes (Section 1).

22. In Name, enter Okta Device Access - HCS .

 mawe
" | @ compues MNew macOS Configuration Profile
a
5 ot 5CIP
&
) P — @ Ve g
| -
ot - -....
——

23

23. In Subject, enter CN=$SERIALNUMBER ODA $PROFILE_IDENTIFIER .

Note: ODA marks this as the Device Access certificate.

24. From the Challenge Type dropdown, choose Dynamic-Microsoft CA.

T

= computers - New macOS Configuration Profile

o ——t 21

24

25. In Challenge URL, Username, and Password, enter the corresponding Device Access values from your TextEdit

notes (Section 1).
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SECTION 2 - CREATE THE SCEP CONFIGURATION PROFILE IN JAMF PRO (DYNAMIC SCEP, TWO CERTIFICATES)
(CONTINUED)

26. SetKey Size to 2048 . Enable Use as digital signature and Allow all apps access. Leave Allow export from
keychain unchecked.

-0

27. Leave the Scope empty for now. You'll scope all three profiles to the Okta Platform SSO smart group togetherin
the final section (after the smart group exists).

28. Click Save.
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Section 3: Create the Okta Verify configuration profile in Jamf Pro

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Requirements for this section:

e Jamf Pro administrator access.

e The Client ID you copied from the Okta app's Sign On tab in Section 1.

This profile delivers Okta Verify's managed app settings: the org URL, the user principal name variable, the Platform SSO

protocol version, and the Client ID ( PasswordSyncClientID )that links Okta Verify to your Platform SSO app. Without it,
silent enrollment cannot complete.
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SECTION 3 - CREATE THE OKTA VERIFY CONFIGURATION PROFILE IN JAMF PRO (CONTINUED)

1. InJamf Pro, go to Computers » Configuration Profiles and click New.

Compunar

Configuration profiles

s & uoas + covETE & saemn & man  suoer

1

Platform S50

Ho category assigned

40 $40tm defsed

2. Inthe General payload, set Name to PSSO - Okta Verify Config , Categoryto Platform SSO , Distribution
Method to Install Automatically, and Level to Computer Level.

Bl L
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SECTION 3 - CREATE THE OKTA VERIFY CONFIGURATION PROFILE IN JAMF PRO (CONTINUED)

3. Inthe payload list, scroll to Application & Custom Settings > Upload and click Add.

~ New rﬁacOS Configuration Profile

Note: This profile delivers Okta Verify's managed app settings. Each domain is a separate Custom Settings payload,
and for each you paste a property list. You don't type key/value rows.

4. FIRST payload: set Preference Domain to com.okta.mobile , then paste exactly this into the Property List box:

<dict>
<key>0OktaVerify.EnrollmentOptions</key>
<string>SilentEnrollmentEnabled</string>
<key>0OktaVerify.OrgUrl</key>
<string>https://<your-tenant>.okta.com</string>
<key>0OktaVerify.UserPrincipalName</key>
<string>SUSERNAME</string>

</dict>

3 Conpitas - New macOS Configuration Profile

Note: Paste this in exactly as shown. Jamf wraps it in Forced » mex_preference_settings. The keys are literal dotted
names. Replace <your-tenant> with your Okta tenant ID (for example, if your Okta URL is
https://hcs.okta.com ,replace <your-tenant> with hcs ).
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SECTION 3 - CREATE THE OKTA VERIFY CONFIGURATION PROFILE IN JAMF PRO (CONTINUED)

5. Click Add again and scroll down to Preference Domain > com.okta.mobile.auth-service-extension . Paste
exactly this:

<dict>
<key>0OktaVerify.EnrollmentOptions</key>
<string>SilentEnrollmentEnabled</string>
<key>0OktaVerify.OrgUrl</key>
<string>https://<your-tenant>.okta.com</string>
<key>0OktaVerify.UserPrincipalName</key>
<string>SUSERNAME</string>
<key>0OktaVerify.PasswordSyncClientID</key>
<string>PASTE-YOUR-CLIENT-ID</string>
<key>PlatformSS0O.ProtocolVersion</key>
<string>2.0</string>

</dict>

= computers - Mew macOS Configuration Profile

Note: Replace PASTE-YOUR-CLIENT-ID with the Client ID from your single sign-on application (Section 1), and with
your Okta tenant. This is the only payload that carries the Client ID (PasswordSyncClientID).
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SECTION 3 - CREATE THE OKTA VERIFY CONFIGURATION PROFILE IN JAMF PRO (CONTINUED)

6. Click Add one more time and scroll down to Preference Domain > com.apple.preference.security . Paste exactly
this:

<dict>
<key>dontAllowPasswordResetUI</key>
<string>true</string>

</dict>

~ New macOS Configuration Profile

Optiars  Senge

com.apphi.pralerence, security

Note: true isa STRING here, matching the working profile, not a boolean. This keeps the local password-reset Ul
from interfering with Okta-managed credentials.

7. Leave the Scope empty for now. You'll scope all three profiles to the Okta Platform SSO smart group togetherin

the final section (after the smart group exists).

8. Click Save.

Section 3 Page 36



Section 4: Create the Platform SSO extension profile in Jamf Pro (Password or
Secure Enclave)

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.
Requirements for this section:

e Jamf Pro administrator access.
e Your Okta tenant URL for the Associated Domains and SSO Extension URLs.

e Adecision: build the Password variant, the Secure Enclave variant, or both (one at a time).

This profile delivers the Associated Domains payload plus two Single Sign-On Extension payloads (a Redirect/Platform SSO
payload and a Credential payload). The only difference between the Password and Secure Enclave builds is the

Authentication Method. Everything else is identical.
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SECTION 4 - CREATE THE PLATFORM SSO EXTENSION PROFILE IN JAMF PRO (PASSWORD OR SECURE ENCLAVE)

(CONTINUED)

1. InJamf Pro, go to Computers » Configuration Profiles and click + New.

= ® 0 2
" [—

& Computers Configuration profiles
a
- T s (s e
&

s + toos & cowurms & saemn & man  suoer

Platform S50

@ @

No category assigned

40 $40tm defsed

2. In General, set Name to PSS0-Simplified - SSO Extension , Categoryto Platform SSO , Level to Computer

Level.

Compusers 1 ©

# & computors = New macOS Configuration Profile

ARt A VIN
Mapging. Ll
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SECTION 4 - CREATE THE PLATFORM SSO EXTENSION PROFILE IN JAMF PRO (PASSWORD OR SECURE ENCLAVE)
(CONTINUED)

3. Inthe payload list, find Associated Domains and click Configure.

u Sgen « 0 &
Computm.: Cortiurat

8 o computers + New macOS$ Configuration Profile

Configure Assoclated
Domains

Note: Everywhere a value below shows <your-tenant> , substitute your Okta tenant from your TextEdit notes. This
applies to the Associated Domains, the SSO Extension URLs, and the Credential Hosts in this section.

4. Addthe first row: App Identifier B7F62B65BN.com.okta.mobile, Associated Domain authsrv:<your-
tenant>.okta.com click Save.

T €0 2

" @tempses . New macOS Configuration Profile

[+

fr— . Associated Domains

"wow P

(2}
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SECTION 4 - CREATE THE PLATFORM SSO EXTENSION PROFILE IN JAMF PRO (PASSWORD OR SECURE ENCLAVE)
(CONTINUED)

5. Add a second row: App Identifier B7F62B65BN.com.okta.mobile.auth-service-extension , Associated Domain
authsrv:<your-tenant>.okta.com . Click Save to save the entry, then click Save in the bottom-right of the profile

to save the profile.

Associated Domains

[T T p———

6. Click Edit.

© Gomputaes L PSSO-Slrﬁpﬂﬂed - 550 Extension

Optiom  Seepe S —

0 , I T _:'..O——é

BT « 0 2

5 m— singieSign-onExtenslons - g—7
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SECTION 4 - CREATE THE PLATFORM SSO EXTENSION PROFILE IN JAMF PRO (PASSWORD OR SECURE ENCLAVE)
(CONTINUED)

8. Leave Payload Type as the standard SSO Extension type (the Kerberos payload type is only for the

com.apple.AppSSOKerberos.KerberosExtension ).

® ccoman | Theso-simpified - SSOE

Single Sign-on Extensions

Singho Sign-on Extension

P S —— e rhiiod
8 — - ’ -._..
— TheTE [——
9 _ I -
Sige-an Type

- =l e

9. Extension Identifier: com.okta.mobile.auth-service-extension .
10. Team Ildentifier: B7F62B65BN .
11. Sign-on Type: Redirect.

12. URLs: add https://<your-tenant>.okta.com/device-access/api/v1/nonce .

L 4 0 &

¥ = computers + PSS0-Simplified - SSO Extension

[ —

12

N e i i oeg—14

15 - ®

13. URLs: add https://<your-tenant>.okta.com/oauth2/v1/token .
14. Enable Use Platform SSO (the Include checkbox).

15. Authentication Method: choose Password (Password build) OR UserSecureEnclaveKey (Secure Enclave build).

Note: This is the one setting that differs between the two builds. Build and test each separately. For the Secure Enclave
build you must have already enabled the Okta features in Section 1 (Okta Admin Console » Settings » Features:
Device-Bound Single Sign-On, then Secure Enclave Authentication for Platform SSO); without them,
UserSecureEnclaveKey won't work. Note: Okta's public documentation still lists Password as the only method, but HCS
has field-tested UserSecureEnclaveKey working with Okta Platform SSO on macQOS 26 Tahoe.
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SECTION 4 - CREATE THE PLATFORM SSO EXTENSION PROFILE IN JAMF PRO (PASSWORD OR SECURE ENCLAVE)
(CONTINUED)

16. Leave the FileVault policy, User login policy, and Screensaver unlock policy unchecked.

BTN € °

B o Computers 7 PSSO iz .I<|1| _SSOE

16

Note: For this guide, we will not enable any of these authentication enforcement options. These features can impact
user experience during troubleshooting or recovery scenarios, and administrators should evaluate their environment's
needs before deploying them. For detailed information about these options, refer to Apple's official Platform Single
Sign-On documentation.

17. Add macadmin or any other management account you use to Non-Platform SSO accounts.

Note: Accounts that are not configured for Platform SSO (such as JAMF administrator accounts or local management
accounts) will not be subject to SSO enforcement and will authenticate using their local passwords.

18. In Registration Token, enter hcstest (any non-empty value).

Note: With certificate-based registration this token isn't actually used, but the field must not be empty.

19. Leave Quick login for temporary session unchecked.

e < 0
* o pggp 550
s [ " Pt . ©o@— 17
p— B sl Mt bt b A e ©
e o e - e 18
e || 15 o . @—— 19

20. Enable Enable registration during setup.
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SECTION 4 - CREATE THE PLATFORM SSO EXTENSION PROFILE IN JAMF PRO (PASSWORD OR SECURE ENCLAVE)

(CONTINUED)

21. Enable Create first user during Setup.

Note: Enable Create First User During Setup and Enable Registration During Setup are what make this “Simplified

Setup”: PSSO registers and the first account is created during Setup Assistant.

22. New user creation authentication method: Password.

Note: Even in the Secure Enclave build, brand-new local accounts are created with a password at first login.

23. Enable Use Shared Device Keys.
24. Enable Create New User at Login.
25. Enable Identity Provider Authorization.

26. Account Display Name: HCS Technology Group (your org).

Compaters

< Computars . psSso o ...— ified - S50

o @— 21
@ @g— 22
Q.—23

o@—— 24
o@ — 25
o@®—— 26
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SECTION 4 - CREATE THE PLATFORM SSO EXTENSION PROFILE IN JAMF PRO (PASSWORD OR SECURE ENCLAVE)
(CONTINUED)

27. User Mapping: Full Name = macOSAccountFullName , Account Name = macOSAccountUsername .

Note: These are the two custom Okta attributes you created in Section 1. Without them, the Mac computer cannot
build the first local account from the Okta identity.

28. Account Authorization Type: Standard.
29. New User Account Type: Standard.

30. Leave Administrator Groups, Additional Groups, and Authorization Group empty.

Bl “
5 o computers ‘-..\;ISSGI J .— -850
| i ©
: ]7 27
. @ 29
IS ® 30

Note: Platform SSO does not yet support IDP group membership for authorization in the profile. Apple has made the
capability available, but identity providers (Okta, Entra, and others) have not integrated it. Control who can register
with the Okta app assignment from Section 1, not with these fields.
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SECTION 4 - CREATE THE PLATFORM SSO EXTENSION PROFILE IN JAMF PRO (PASSWORD OR SECURE ENCLAVE)

(CONTINUED)

31. Leave Synchronize profile picture unchecked.

[

- PSSO-Simplified - SSO Extension

. &—— 31
@ @ — 32
@

33

32. Enable Device identifiers in attestation.

33. Authentication when screen is locked: Do Not Handle.

34. Scroll to the top and click Add again. This is the Credential payload.

e < 0 &
" acamews | psso simpiified - S50

Single Sign-on Extensions [— 34

Single Sign-on Extension
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SECTION 4 - CREATE THE PLATFORM SSO EXTENSION PROFILE IN JAMF PRO (PASSWORD OR SECURE ENCLAVE)
(CONTINUED)

35. Scroll down and leave Payload Type as the standard SSO Extension type.

36.

37.

38.

39.

40.

41.

42. Click Save. Do NOT scope this profile yet. Scope all three profiles to the Okta

Team Identifier:

final section.

35
36

37
38

39

40

Extension Identifier:
B7F62B65BN .
Sign-on Type: Credential.

Realm: Okta Device .

Hosts: <your-tenant>.okta.com .

Authentication when screen is locked: leave as default.

- PSSO-Simplified - SSO Extension

com.okta.mobile.auth-service-extension .

O

Platform SSO smart group in the
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Section 5: Configure the PreStage Enrollment and test Simplified Setup

What You'll Need:

Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Requirements for this section:

e A PreStage Enrollment in Jamf Pro that targets the test Mac computer.
e The Okta Verify installer package (version 9.52 or later) uploaded to Jamf Pro.
e The Okta Platform SSO category (Section 2)and the three profiles from Sections 3 to 5 deployed.

e A Mac computer running macOS 26 or later that you can erase.

You set the Platform SSO app bundle ID, enable Simplified Setup on the PreStage, deploy Okta Verify, confirm all three
profiles are scoped, then erase-install the test Mac computer and verify Platform SSO registers and the first account is
created during Setup Assistant.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

1. In Jamf Pro, click Computers » PreStage Enrollments.

H Bk

Compuanns

2. Click New.

3. In Display Name, enter Simplified Setup - Okta PSSO .

5 = computers . New C

Optins  Soope

Frrnbrsand Basarsmmants

4. Choose the Automated Device Enrollment instance tied to your Apple Business or Apple School Manager account.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

5. Set Make MDM Profile Mandatory to enable.

6. Under General In Minimum macOS Version, choose macOS 26 or later. Simplified Setup for Platform SSO requires
macOS 26, and Okta Verify 9.52 or later on the device.

G- L] € 0 &

¥ o Computers  Okta Platform SSO

v oSt wil contius aeestmant Wit

Note: Simplified Setup (PSSO registration during Setup Assistant) is available starting in macOS 26; on earlier macOS

versions this option will not work.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

7. Enable Simplified Setup for Platform Single Sign-on.

Plattorm Single Sign-oe App Bundi 10

Setup Assistant Options

B et suaried
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Note: This is the bundle identifier of the Okta Verify app. It tells macOS which app performs Platform SSO registration

during Setup Assistant. Without it, Simplified Setup has no registration app to launch.

8. In the Platform Single Sign-on App Bundle ID field, enter com.okta.mobile .

9. Under Setup Assistant Options skip every pane except Location Services, which you leave enabled so the Mac can

set its time zone automatically.

Note: Hiding the other Setup Assistant panes shortens setup for the user. Leaving Location Services on lets the device
set the correct time zone, which avoids time-sensitive certificate issues during Platform SSO registration.

10. Click the Account Settings pane.

11. Click Configure.

G- L €« 0 &

% o computers " Newr‘. PreS e
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& Configure Account Settings
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Section 5 Page 50



SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

12. Select Create a managed local administrator account during macOS Setup Assistant.

G- Lo €« o &

13. Select Hide managed administrator account in Users & Groups.

14. Under Local User Account Type, select Standard Account.

e ]

15. Click on Scope.

15
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)
16. Under Scope, assign the test Mac computers' serial numbers to this PreStage.

17. Select the checkbox to assign the device to the PreStage.

18. Click Save.

Note: You'll return to this PreStage after creating the smart group (next) to attach the configuration profiles and the
Okta Verify package.

19. InJamf Pro, go to Computers » Smart Computer Groups and click New.

H M < 0 &

= Computers

oO— 19

ww P D@
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

20. In Display Name, enter Okta Platform SSO .

H M
B = computers
a

P ——
N

lew Smart Computer Group

Conputer Grougp  Crteria

21. Click the Criteria tab, then

22. Click Show Advanced Criteri

T
B = computers
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PN ——

- Mew Smart Computer Group
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

23. Search for the criteria Enrollment Method:PreStage enrollment and select it.

® ¥ B D @

Note: Membership is automatic: any Mac computer enrolled through that PreStage joins this group. You scope all

three configuration profiles (Sections 3, 4, and 5) to this one group, so targeting stays in one place.

24. Click the elipsis.

¥ P D @

25. Click the name of your prestage and click Choose.

5

SEemptss . Okta Platform $50

O—26

26. Click Save.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

27. Click Configuration Profiles and the SCEP - Okta Scep All profile.

28. Click Edit.

29. Click the Scope tab.

30. Click Add.

29
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

31. Click Computer Groups and select Okta Platform SSO.

" Gcemmaws . GCEP— Okta Scep All

32. Click Save.

33. Click Configuration Profiles and the PSSO-Simplified - SSO Extension profile.

\plified - S50

34. Click Edit.

31

— 32
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

35. Click the Scope tab.

35

\ 36

R € 0 3
¥ ccompuers . pgg0-Simplified - SSO Extension
=]
5 | iy et @
™ Seechimmsiry 0 fegm Uiy Luthamors
ol iy Tugat Compaters Target Unars
I BT =
o e
[ — Sesected Dapleyment Targets aat
e
s
@ oty
36. Click Add.
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37. Click Computer Groups and select Okta Platform SSO.
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* s psso-simpiied - S50 Extansion
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38. Click Save.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

39. Click Configuration Profiles.

acemees | pgg0-Simplified - SSO Extension
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41. Click Edit.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

42. Click Scope.

e, [ ) 42

® @ ®m ¥ P D &

43. Click Add.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

44. Click Computer Groups and select Okta Platform SSO.
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45. Click Save.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

46. Click on PreStage enrollments.
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47. Select your PreStage enrollment.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

48. Click Edit
e # Lo &
5 Compuiens : PreStsge enrcimenis
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)
49. Open the Account Settings section.

50. In Local User Account Type, choose Administrator (or Standard). Platform SSO needs a local account on the Mac, so
you must create one here. Do not choose Skip Account Creation.

5 g € 0

= Computers © Okta Platform S5O

50

Note: Unlike Jamf Connect, where you choose Skip Account Creation because Jamf Connect creates the local
account for you, Platform SSO does not create the account itself. If you skip account creation here, no local user is
created and Simplified Setup will not complete as expected. Choose Administrator or Standard so the account is
created during Setup Assistant. (Pre-fill primary account information is optional.)

51. Open the Enrollment Packages section.

52. Click Configure.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

53. Click Add on OktaVerify-9.63.0-6186-06c33212.pkg.
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54. Confirm that Cloud Distribution Point (Jamf Cloud) is selected as the distribution point and add the package.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

56. Confirm all three profiles are scoped (via the Okta Platform SSO smartgroup): SCEP - Okta Scep All , PSSO -
Okta Verify Config ,and PSSO-Simplified - SSO Extension .

- L £ 0 &
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¥ Scomputes . Oita Platform SSO
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57. Click Save in the PreStage Enrollment.

58. Power on a Mac computer running macOS 26 or later that is assigned to this PreStage in Apple Business or Apple
School Manager.

59. Proceed through Setup Assistant (Language, Country, Wi-Fi), and at the Remote Management screen allow the Mac

computer to enroll in Jamf Pro.

Note: Depending on which Setup Assistant panes you hid in the PreStage, macOS may prompt you to enable Location
Services around this point.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

60. During Setup Assistant, you will see the Single Sign-On for Mac screen appear immediately after Remote
Management. Click Continue.

60

61. Sign in with your Okta test user (created in section one) and click Continue.

- 61

62. The local account now displays with the Okta username you pulled from the previous step. Enter any password you

want. This is a local password stored only on the Mac computer.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

63. Click Enable in the Location Services screen.

64. After the local account is created a second authentication window appears, prompting you to sign in with Okta to link
Platform SSO with the newly created local account. Click Continue.

Note: If more than one authentication method is offered in this window, choose one (for example, Okta FastPass) to

continue.

65. Sign in with your Okta credentials to bind the local account to Platform SSO.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

66. Select an authentication method from the list. The Mac computer is now registered with Platform SSO.

67. On the Dock click System Settings > Users & Groups.

. 68
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68. Click theiicon next to your user account
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

69. A green Registered status with SSO tokens present confirms the Mac computer completed Platform SSO with your

identity provider. The user signed in with their Okta account and a Secure Enclave key secures the session. If

Registration shows any other state, click Repair to re-register; if tokens are missing or expired, click Authenticate to

sign in and refresh them.
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< % Users & Groups

User name John Applesesd
i L sor.

Allcrw this user to sdminister this compiter

Platfarm Single Sign-an
Legn sppleseed@he sonline com

Mathod Sdcule

Registration Repair
® Bngisiornd

Takens Authenticats
® 550 oaens presedd

? Dpen Contact Cerd...
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70. Open Safari and navigate to your Okta tenant URL (for example, hcs.okta.com), prefill your username, and click Next.

70

Conrmcting to &

Note: If you built the Secure Enclave variant, also confirm sign-in at the macOS login window uses the Secure Enclave

key. Repeat the build + this test for the other authentication method (Password / Secure Enclave) so both are verified.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

71. Okta has automatically retrieved your account and is verifying your identity

Connocting to &

Note: Because you opened your Okta tenant URL directly (for example, hcs.okta.com ), Okta pre-fills your account.
In a working Password or FastPass build, a single Okta Verify push completes sign-in with no password and no further

steps.

72. Verify your identity using Okta Verify.

Connacting to &

72

Note: This push notification is powered by the Device Access certificate (the second SCEP payload from Section 2),
which authenticates the Mac computer to Okta's Device Access APl and enables hardware-bound SSO flows like Okta
Verify.
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SECTION 5 - CONFIGURE THE PRESTAGE ENROLLMENT AND TEST SIMPLIFIED SETUP (CONTINUED)

73. You will see that you're authenticated via Platform SSO into Okta Verify. This completes the guide.
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