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Preface

What is Removable Media Control?

Removable Media Control is a security feature in Jamf Protect that allows organizations to manage
which external storage devices can be connected to their Mac computers. External storage devices
include USB flash storage, external hard drives, SD cards, and other removable media.

When Removable Media Control is enabled, administrators can define a list of approved devices
based on their hardware vendor and model number. Any device not on the approved list will be

blocked from mounting, preventing unauthorized data transfer and reducing the risk of malware
infection from untrusted devices.

This guide will walk you through configuring Jamf Pro and Jamf Protect to:
e Create a list of approved USB drives by hardware vendor and model number
e Display a pop-up notification to users when they connect an unapproved device
e Send an email alert to your IT team when an unapproved device is detected

Why Control Removable Media?
External storage devices pose several security risks to organizations:

Data Exfiltration
Users (intentionally or unintentionally) can copy sensitive company data to personal drives

Malware Introduction
Infected USB drives can introduce viruses, ransomware, or other malicious software

Compliance Requirements
Many industries require controls on removable media to meet regulatory standards

Intellectual Property Protection
Prevents unauthorized copying of proprietary information

By implementing Removable Media Control, you maintain visibility and control over what devices
can connect to your managed Mac computers while still allowing approved devices that employees
need for their work.

Prerequisites
Before beginning this guide, ensure you have the following:

Jamf Pro server
Version 11.23 or later with administrator privileges.

Jamf Protect
With administrator privileges to the macOS Security portal (Jamf Protect web app).

Test Mac computer
Non-production Mac with macOS 26.2 Tahoe or later, enrolled in Jamf Pro with Jamf Protect
installed. All testing for this guide was done using macOS 26.2 Tahoe.

SMTP server or email relay
Configured for sending IT team notifications

Working knowledge of the Jamf Pro and macOS Security portal (Jamf Protect web apps)

NOTE:

This guide builds upon the “How to Use Jamf Helper in Jamf Pro” guide. If you are unfamiliar
with Jamf Helper (the macOS utility for displaying user notifications), review that guide first to
understand how Jamf Helper displays notifications to users. Review the guide here:

https://hcsonline.com/support/resources/white-papers/how-to-use-jamf-helper-in-jamf-pro



https://hcsonline.com/support/resources/white-papers/how-to-use-jamf-helper-in-jamf-pro

Additional Resources
The following resources will help you complete this guide:
e The HCS Branding Package and Script (pre-built): https://github.hcsonline.com/jpusb

NOTE: The HCS Branding Package above can be used in Section 2 if you do not want to create
your own package.

Guide Structure
This guide is organized so you complete all work in one system before moving to the next:
e Section 1: Preparation on a Mac
e Sections 2-4: Complete all Jamf Pro configuration
e Sections 5-9: Complete all Jamf Protect configuration
e Section 10: Test the configuration


https://github.hcsonline.com/jpusb

Section 1: Preparation - Identify Your Approved USB Devices
What You'll Need
Hardware and Software

Requirements for following along with this section:
* A Mac computer with macOS 26.2 or later
e USB disks you want to approve

In this section, you will find the Vendor ID for each USB drive you want to allow. These hexadecimal
values uniquely identify device types and will be used later when configuring Jamf Protect.

Understanding Device Identification
Jamf Protect identifies removable storage by:
e \Vendor ID: A hexadecimal code identifying the manufacturer (e.g., 0x0781 for SanDisk)
e Product ID: A hexadecimal code identifying the product model (e.g., 0x5583 for Extreme Pro)

NOTE: You will use the Vendor ID and Product ID from System Report, not the display names.
These are technical identifiers that uniquely identify device types.

Find Your Device's Vendor ID
1. On a Mac, connect the USB drive you want to approve.

2. Click the Apple menu.
3. Select About This Mac.

@& Finder File FEdit View Go Window Help

3 Ly . 1 About This Mac
® System Settings...
A App Store
© Recent Items >

® Force Quit Finder Xoud

© Sleep
< Restart...
O Shut Down...

8 Lock Screen ~8Q

©® Log Out test...
A

4. Click More Info.

MacBook Air

Chip Apple M2
Memory 24 GB
Serial number
macOS Tahoe 26.2
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5. Scroll down and click System Report.

Q Search

Sign in
with your Apple Account

& wi-Fi
a Bluetooth
Network

Battery

Apple Intelligence & Siri

Acces:

Appearance

@ Menu Bar
. Desktop & Dock

s Displays
(&) spotiight

- Wallpaper

y

M Nintifinatinne

T AppIE ™I

About
Y 24 GB

Serial number
macOs

a macOS Tahoe Version 26.2

Displays

| e

-in Liquid Retina Display 13.6-inch (2560 x 1664)

Display Settings...

Storage

w Macintosh HD

937.4 GB available of 994.66 GB

Storage Settings...

Software License Agreement - Regulatory Certification
ENERGY STAR® Compli - License Agreement
™ and © 1983-2025 Apple Inc. All Rights Reserved.

6. In the sidebar, click USB.

MacBook Air

Ethernet USB Service Name
Fibre Channel
Graphics/Displays
Memory

USB 3.1Bus
~ USB 3.1Bus
PSSD T7 Shield

~ Connection Type
Built-in
Built-in
Removable

—

NVMExpress
PCI

Parallel SCSI
Power

Printers

SAS

SATA

SPI

Storage
Thunderbolt/USB4
USB

~ Network
Firewall
Locations
Volumes
Wi-Fi

v Software
Accessibility
Applications
Developer
Disabled Software
Extensions
Fonts
Frameworks
Installations
Language & Region
Logs
Managed Client
Preference Panes
Printer Software
Profiles
Raw Support
Rosetta Software

USB 3.1Bus:
Location ID: 0x00000000

Connection Type: Built-in
Driver: AppleT8112USBXHCI

B test's MacBook Air > Hardware > USB > USB 3.1 Bus

Link Speed

480 Mbjs
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7. Select your device in the USB Device Tree.

8. Locate the Vendor ID field. Confirm the hexadecimal value (e.g., 0x04e8).

9. Locate the Product ID field. Confirm the hexadecimal value (e.g., 0x61fb).

Samsung
S6SLNS0TE03638W
480 Mb/s
0x04e8
0x61fb
X
2.5 W (600 mA)

[ ] [ ] MacBook Air
Ethernet USB Service Name ~ ConnectionType  Link Speed
Fibre Channel D i i
sl BalAL wltoin
,\Ggfm';s/ sprevs USB 31 Bus Built-in
S Eaes PSSD 7 Shield Removable 480 Mbjs
pei
Parallel SCSI
Power
Printers
sAS
SATA
s PSS 17 Shiec: Manufacturer:
Storage . .
Location ID: 001100000 .
E';‘é“de"b""/uss" Connection Type:  Removable Serial Number:
Manufacturer: Samsung . .
 Network Serial Number: SGSLNSOT503638W Link Speed:
Firewall Link Speed: 480 Mb/s pr
Locations USB Vendor ID: 0x04e8 .
Volumes USB Product ID: 0x61fb USB Vendor ID:
e USB Product Version: 0x0100 .
AL Power Allocated: 2.5 W (500 mA) USB Product ID:
v Software
Accessibility .
Applications roduct Version:
Developer .
BT Power Allocated:
Extensions
Fonts
Frameworks
Installations
Language & Region
Logs
Managed Client
Preference Panes
Printer Software
Profiles
Raw Support
Rosetta Software B test's MacBook Air > Hardware > USB » USB 3.1 Bus > PSSD T7 Shield

10.Create a TextEdit document.

11.Enter the following: Vendor ID.

12.Copy the the hexadecimal value (e.g., 0x04e8) for USB Vendor ID and paste the value under

Vendor ID.
13.Enter the following: Product ID.

14.Copy the the hexadecimal value (e.g., 0x61fb) for USB Product ID and paste the value under

Product ID.

NOTE: The Vendor ID and Product ID are displayed as hexadecimal numbers starting with Ox.

Record both values exactly as shown.

[ ] @ i USB Product and Vendor ID.rtf

B 1 us (@ A Heletica ¢

2 > > > > > > > > > >
0 1 2 3 4 5
Vendor ID
0x04e8
Product ID
0x61fb]

Regular ¢ 122 v B

Ead

15.To add additional USB drives: Leave System Report open, disconnect the current drive, connect

the next one, then go to File > Refresh Information.

16.Save the TextEdit Document to the Desktop as USB Product and Vendor ID.

This completes this section.
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Section 2: Jamf Pro - Deploy the HCS Branding Package
What You'll Need
Hardware and Software

Requirements for following along with this section:
¢ A Jamf Pro server with version 11.23 or later
e The HCS Branding Package and Script
e Administrator privileges to your Jamf Pro

In this section, you will deploy the HCS logo image that will be displayed in the Jamf Helper pop-
up notifications. This branding ensures users recognize the notification as coming from an official IT
source.

Download the Branding Package
1. Download the the HCS Branding Package and Script from https://github.hcsonline.com/jpusb

2. Unzip the downloaded file to extract the HCS-USB-Alert-Branding.pkg.

Create a Category for the Package
3. In a web browser, log in to your Jamf Pro instance with administrator privileges.

4 Pro

Username

)

Reurea
Password
=)
Requirea

Login

4. In Jamf Pro, click Settings(¢g3).
5. Click Global.
6. Click Categories.

i 2 pro Ful JamfPro v %% 0O &

88 Dashboard Setti ngs

L Computers >

& Users >
Al System Global Jamfapps Self Service Server Network Computer Device User

= Blueprints 6
20 settings I

Compliance.
4 1 & settings B5 Ccategories & Push certificates @ GSX connection

Organize in Jamf Pro and Self Service Manage communication with the Apple Push Look up and populate purchasing information for
Notification service (APNs) computers and Apple devices

@, MDM profile settings GD PKicertificates ® Volume purchasing

7. Click New (+).

Settings :  Global

< Categories

|\ + New |
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8. In the Display Name field, enter: Branding.
9. Click Save.

Settings : Global > Categories

< New Category

Display Name
Display name for the category

8 —8 Branding

Priority in Self Service
Priority to use for displaying the category within the list of categories in Self Service (e.g. A category with a priority of 1" is displayed before other categories)

9 v

®

Cancel

Save

10.Click New (+).

Settings :  Global

< Categories

‘+New‘

11.In the Display Name field, enter: Security .
12.Click Save.

Settings : Global > Categories

< New Category

Display Name

Display name for the category
1 1 =t sccurity

Priority in Self Service

Priority to use for displaying the category within the list of categories in Self Service (e.g. A category with a priority of 1" is displayed before other categories)

9 -

—12
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Upload the Branding Package
13.In Jamf Pro, click Settings(§S3).

14.Click Computer Management
15.Click Packages.

% Pro
89 Dashboard Settings
4 Computers >
& Users 4

2= Blueprints

15 settings 15
@ Compliance

</> scripts

1—14

Full JamfPro v <%

Do

Display icons.

Al System Global Jamfapps Self Service Server Network Computer Device

13_1 e I ® Pecoges
Upload packages, configure settings, and set Upload and manage scripts to deploy to computers,

17

deployment priority set parameters

User

@ Printers

Configure printers to deploy to computers

16.Click New (+) to create a new package.

Settings : Computer management

< Packages

17.In the Display Name field, enter: HCS Branding Assets.

18.Click the Category menu and select Branding.

19.Click browse for a file and upload your package file.

20.Click Save.

Settings : Computer management > Packages

< New package

General Options  Limitations

Display name
Display name for the package

HCS Branding Assets

Required

Category
Category to add the package to

1 8_. Branding v

Filename
Filename of the package on the distribution point (e.g., "MyPackage.pkg")

mﬂ Drop file here or browse for a file.

19

®

Cancel

Save

20
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Create a Policy to Deploy the Branding Package
21.In Jamf Pro, click Computers (1) in the sidebar.

22.Click Policies.
23.Click New (+).

4 Pro % 0 8
Computers
2 Computers Polici
olicies
Inventory [ v QFilter Policie: 1-80f 8
Search Inventory
&
NAME Al FREQUENCY i TRIGGER il SCOPE
Search Volume Content
Licensed Software
©

Content Management

R =
Configuration Profiles o
Software Updates
Restricted Software

Mac Apps

24.In the Display Name field, enter: Deploy HCS Branding Assets.
25.Verify Enabled is selected.

26.Select Branding for the Category.

27.Under Trigger, select the checkbox for Recurring Check-in.

28.Click the Execution Frequency menu and select Once per computer.

29.Select the checkbox for Automatically re-run policy on failure.

General

Display Name
Display name for the policy

24 _-EDeploy HCS Branding Assets ]

25— ]

Category
Category to add the policy to

26 —tmos )

Trigger

Event(s) to use to initiate the policy
D Startup

When a computer starts up. A startup script that checks for policies must be configured in Jamf Pro for this to
work

D Login
When a user logs in to a computer. A login event that checks for policies must be configured in Jamf Pro for this to
work

D Network State Change
When a computer's network state changes (e.g., when the network connection changes, when the computer name
changes, when the IP address changes)

D Enroliment Complete
i after a computer the enrollment process

.Recurring Check-in
At the recurring check-in frequency configured in Jamf Pro

D Custom

At a custom event

Execution Frequency
Frequency at which to run the policy

28_{Once per computer v 1 I

.Aulomalica\ly re-run policy on failure

Retry Event

Event to use to re-run the policy
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30.In the left sidebar, click Packages.
31.Click Configure.

Computers :  Policies

< New Policy

Options Scope Self Service User Interaction

(@ General

3C I S Packages

1 0 Packages

g3 Software Updates
Not Configured

Scripts.
P!
0 Scripts.

=) Printers
0 Printers

@ Disk Encryption
Not Configured

® Configure Packages
[ Dockltems
0 Dock ltems Use this section to install, cache, and uninstall packages. Also use
this section to install a single cached package.
Local Accounts
0 Accourts 31

Do

Management Accounts
Not Configured

Do

32.Locate the HCS Branding Assets package in the list.
33.Click Add next to HCS Branding Assets.

Computers : Policies

< New Policy

Options ~ Scope  Self Service  User Interaction

© General Packages @ Packages Settings
@ Packages NAME CATEGORY
0Packages
Aftermath.pkg No category assigned Add
. Software Updates
G Canhgur:d Comet.pkg No category assigned Add
v
HCS Branding Assets Branding Add
& Seripts |
0 Seripts JamfConnectLogin.pkg Jamf Setup Manager Add
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34 Verify Action is set to Install.

Computers :  Policies

< Deploy HCS Branding Assets

Options Scope Self Service User Interaction

Packages
(@ General
Distribution Point
Distribution point to download the package(s) from
) Packages e ) ) ) )
1Package ach computer's default distribution point v

o3 Software Updates
Not Configured

Deploy HCS Branding Assets <] (+)
Scripts )
B, Scripts Action
Action to take on computers
Printers
@ 0 Printers

@ Disk Encryption
Not Configured

o Dock Items
0 Dock Items

Local Accounts
0 Accounts

Do

Management Accounts
Not Configured

Do

Directory Bindings
[y} y g

0 Bindings
®
Cancel Save
35.Click Scope.
Computers :  Policies
< Deploy HCS Branding Assets
Options Self Service User Interaction
Targets Limitations Exclusions
Target Computers Target Users
Computers to deploy the policy to Users to deploy the policy to
Specific Computers v Specific Users v
Selected Deployment Targets + Add
TARGET TYPE
No Targets
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36.Click the Target Computers dropdown and scope to your needs. This guide will scope to
All Computers.

37.Click Save. The branding package will now deploy to computers when they enroll or check in
with Jamf Pro.

Computers : Policies

< Deploy HCS Branding Assets

Options Scope Self Service User Interaction

Targets Limitations Exclusions
Target Computers Target Users
Camouier o deniosibe nolcrs Users to deploy the policy to
36 _—I All Computers - I Specific Users -
Selected Deployment Targets + Add
TARGET TYPE
test's MacBook Air Computer Remove

i p—s7

This completes this section.
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Section 3: Jamf Pro - Create the Jamf Helper Script
What You'll Need
Hardware and Software

Requirements for following along with this section:
e A Jamf Pro server with version 11.23 or later with administrator privileges
¢ The HCS Branding Package and Script deployed from Section 2
https://github.hcsonline.com/jpusb

In this section, you will copy an existing script that displays a pop-up notification to users when they
connect an unapproved USB drive. The notification uses Jamf Helper to display the message to the
user with the HCS branding.

Add the Script to Jamf Pro
1. In Jamf Pro, click Settings (¢33).

2. Enter scripts in the search field.

3. Click Scripts.

i 24 Pro
89 Dashboard T
& Settings
0 computers >
(o peces ’ 2
& Users >
Al System Global Jamfapps Self Service Server Network Computer Device User Information
= Blueprints -
Computer management 1 result found for "scripts”
©@ Compliance
1 —) {3} Settings I <[> Scripts
| —_— 3
Upload and manage scripts to deploy to computers, set
parameters

4. Click New (+).
Settings : Computer management +
< Scripts

5. In the Display Name field, enter: Unapproved USB Drive Alert.

6. Click the Category menu and select Security.

7. In the Information field, enter: Displays a Jamf Helper notification when an unapproved
removable drive is detected by Jamf Protect.

8. In the Notes field, enter: Version 1.0.
9. Click Script.

Settings :  Computer management > Scripts

< New Sc&ipt

Display Name
Display name for the script

5 =0 Unapproved USE Drive Alert

Required

Category
6 ———e ey .

Information
Information to display to the administrator when the script is run

7 et Displzys a Jamf Helper notification when an unapproved removable drive is detected by Jamf Protect ‘

Notes
Notes to display about the script (e.g., who created It and when it was created)

) Jl
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10.In the Finder, go to the Go menu and select Downloads.

Go Window Help

< Back

& Select Startup Disk on Desktop 2 4

© Recents

D Documents (o}
S _Desktoj ©-38 D
© Downloads 3L
@ Home Q% H
& Computer

@ AirDrop O%R
® Network ¢ K
& iCloud Drive

B9 Shared €
A Applications

% Utilities o%U

11.Locate the script, jamfhelper_USB_Alert.sh inside the folder, HCSBranding-withscript.

< > @ HCSBranding-withscript

Name ~  Date Modified S|

Dec 8, 2025 at 12:12PM
jamfhelper_USB_Alert.sh Dec 29, 2025 at 6:59 PM

12.Go back to your Jamf Pro.
13. Drag and drop jamfhelper_USB_Alert.sh into the script field:
14.Click Save.

Settings : Computer management >  Scripts

< New Script
General Script Options  Limitations

Mode Theme

[Shell/Bash v ] [Defaull A ]

#!/bin/bash

1
2
3 # Unapproved USB Drive Alert Script
4 # Displays a warning notification via JAMF Helper when an unapproved
5 # removable drive is detected by Jamf Protect
6 #
7 # Version: 1.0
8 # Created for: HCS Technology Group
9

0

# Variables

11 jamfHelper="/Library/Application Support/JAMF/bin/jamfHelper.app/Contents/Ag#0S/janfHe per
12 icon="/Library/Application Support/JAMF/HCS.png"

s 13 title="HCS Technology Group"

14 heading="Unapproved Storage Device Detected"

17 This device has been blocked for security purposes.

20 buttonl="0K"

22 # Display the notification using JAMF Helper
23 “"$jamfHelper” -windowType utility \

24 —icon "$icon" \

25 -title "stitle" \

26 -heading “"$heading" \

27 —description "$description \
28 -buttonl “$buttonl" \

29 -defaultButton 1

30

31 exit @

15  description="You have connected an external storage device that is not on the approved list.

19 If you require access to use this device for work, please contact the IT team for assistance."

< @ Downloads

Name

s jamfhelper_USB_Alert.sh

Copied!

[©]

Cancel

Save

13

14

This completes this section.

Section 3 Page 16



Section 4: Jamf Pro - Configure Analytic Remediation
What You'll Need

Hardware and Software

Requirements for following along with this section:
e A Jamf Pro server with version 11.23 or later
e Administrator privileges to your Jamf Pro console
® The Unapproved USB Drive Alert script from Section 3

In this section, you will create an Extension Attribute, Smart Computer Group, and Remediation
Policy that allow Jamf Protect to trigger the Jamf Helper notification.

Understanding the Identifier
The Analytic Remediation workflow uses a custom identifier to link Jamf Protect and Jamf Pro.
When Jamf Protect detects an unapproved USB disk:
e Jamf Protect writes the identifier to the computer at /Library/Application Support/
JamfProtect/groups/
¢ The Extension Attribute collects the identifier during inventory
® The Smart Group matches computers with that identifier
® Policies scoped to the Smart Group execute

You define this identifier yourself. This guide uses “unapproved_usb"” but you can name it anything

meaningful to your organization (e.g., "usb_violation”, "blocked_device"). The identifier must
match exactly in both Jamf Pro and Jamf Protect.

Create the Extension Attribute
1. In Jamf Pro, click Settings (§33).

2. Click Computer Management.

3. Click Extension Attributes.

g pro

89 Dashboard
L Computers
(b Devices
& Users
= Blueprints
@ Compliance

1 — {3} Settings

Settings

Upload packages, configure settings, and set
deployment priority

[@ Directory bindings

Allow Jamf Pro to bind computers to a directory service

App Installers

Configure global settings for App Installers software
titles sourced from the Jamf App Catalog

E8 Inventory display

Select the attributes to display in a simple computer
search

@ Extension attributes

Create custom inventory attributes to collect additional
computer data

2

FullamiPro v % Q&

Display icons

Upload and manage scripts to deploy to computers, set
parameters

(@ Disk encryption configurations

Use to manage and enable FileVault on computers

<3 Patch management

Add external patch sources and set number of times to
retry deployment

© Check-in

Set check-in frequency, startup options, and login events
on computers

{3 Removable MAC addresses

Add MAC addresses to ignore when identifying
computers

Al System Global Jamfapps Self Service Server Network Computer Device User Information
15 settings
@ Packages <[> Seripts © Printers

Configure printers to deploy to computers.

O Dockitems

Manage Dock items on computers

) Inventory collection

Configure inventory information to collect for computers

@ Ssecurity

Set communication requirements and pre-approve
access for computers

L App updates

Configure automatic updates for volume purchased
apps, force updates

Section 4 Page 17



4. Click New From Template.

Settings : Computer management
+ [u]

< Extension attributes New | wewtromtempiate | upioa

5. In the search field, enter: Jamf Protect

6. Click Jamf Protect Smart Groups in the results.

Settings :  Computer management
< Extension attributes
5 —@ | jamf protect] 0% 1 1-80f8 @
NAME ¥ || catecory v
Jamf Protect - Binary Version Jamf Applications
Jamf Protect - Last Check-in Jamf Applications
Jamf Protect - Last Insights Check-in Jamf Applications
Jamf Protect - Plan Hash Jamf Applications
Jamf Protect - Plan ID Jamf Applications
G =] Jam Protect - Smart Groups I Jamf Applications
Jamf Protect - Tenant Jamf Applications
Jamf Protect - Threat Prevention Version Jamf Applications

7. Click Save.

Settings :  Computer management > Extension attributes

< Jamf Protect - Smart Groups

Enable (script input type only)

Display Name

Display name for the extension attribute
Jamf Protect - Smart Groups
Required

Description

Deseription for the extension attribute

List containing all smart groups scoped by Jamf Protect

Data type
Type of the data being collected

string v

Inventory display
Category in which to display the extension attribute in Jam Pro

General v
Input type

Input type to use to populate the extension attribute

Script v

Script

Mode Theme

Shell/Bash v || Default v al allallollx

#1/bin/bash

1
2
3 SHARTGROUPS_DIR=/Library/Application\ Support/JamfProtect/groups
a4 if [ -d "$SMARTGROUPS_DIR" ]; then

5 SMART_GROUPS="/bin/1s "$SMARTGROUPS_DIR" | tr ‘\n' ','"

6

7

8

9

echo "<result>${SMART_GROUPS%?}</result>"

else
echo "<result></result>"
fi
10
1 exit o
® @
cancel]  save
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Create a Smart Computer Group
8. In Jamf Pro, click Computers (1) in the sidebar.

9. Click Smart Computer Groups.
10.Click New (+).

% Fro « P

Computers

S Computers Smart Computer Groups

o Inventory
Search Inventory NAME A il DESCRIPTION Il COUNT i
&
Search Volume Content All Managed Clients 3
Licensed Software
All Managed Servers 0
® Content Management Macs with Less than 50% Space left 3
Policies
My Macs 1
Configuration Profiles
SentinelOne Installed 2

Software Updates
Restricted Software

Mac Apps ©
Patch Management

eBooks

Groups
9 Smart Computer
Groups

11.In the Display Name field, enter: Unapproved USB Detected.
12.Click Criteria.

Computers :  Smart Computer Groups

< New Smart Computer Group

Computer Group 1 2

Display Name
Display name for the smart computer group

] 1 =———=4 unapproved us Detected ]

Description
Brief explanation of the content or purpose of the smart computer group

Send email notification on membership change
When group membership changes, send an email notification to Jamf Pro users with email notifications enabled. An SMTP server must be set up in Jamf Pro for this to work

Site

Site to add the smart computer group to

None
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13.Click Add (+).

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group Criteria

AND/OR CRITERIA OPERATOR VALUE

No Criteria Specified

+ Add

14.Click Show Advanced Criteria.
15.Scroll down to Jamf Protect - Smart Groups.
16.Click Choose.

Computers :  Smart Computer Groups

< New Smart Computer Group

Computer Group Criteria
FileVault 2 User Choose
FileVault Status Choose
Firewall Enabled Choose
Full Name Choose
Gatekeeper Choose
Here file AdminOn Demand Choose
1P Address Choose
iTunes Store Account Choose
Jamf Binary Version Choose

v

Jami rotec - St Groups [ ]

17.Click the Operator dropdown and select like.

18.In the Value field, enter: unapproved_usb

Computers :  Smart Computer Groups

< Unapproved USB Detected

Computer Group Criteria Reports

AND/OR CRITERIA OPERATOR VALUE

Jamf Protect -
v like v unapproved_usb — 18 o Delete |
) L Py ) L ) —

Smart Groups

|+ Add

NOTE: The value “unapproved_usb” is a custom identifier that YOU define. You can name it
anything meaningful to your organization (e.g., “usb_violation”, “blocked_device"). This value must
match exactly the Identifier you will enter in Jamf Protect in Section é.

19.Click Save.
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21

Create the Remediation Policy

20.In Jamf Pro, click Computers in the sidebar.

21.Click Policies.
22.Click New (+).

Computers

Policies

2 Computers

ventory - QFilter Policies
Search Inventoy
NAME
Search Volume Content
Licensed Software v Branding
Content Management
> @  Deploy HCS Branding Assets

1-100f 75

~ I FREQUENCY

Once per computer

[T

I TRIGGER I SCOPE 11 SITE

Recurring Check-in 1 computer None

23.In the Display Name field, enter:
24 Verify Enabled is selected.
25.Select Security for the Category.

26.Select the checkbox for Custom.

Alert - Unapproved USB Drive

27.Enter protect in the Custom Event field.

28.Click the Execution Frequency dropdown and select Ongoing.

Computers : Policies
Fl

05 O Computers .
- i < New Policy
a
: Options ~ Scope
G mventory
Search Inventory @ General
s
Search Volume Content Packages
= ® 0P
ackages

Licensed Software

Q@

g3 Software Updates

Content Management Not Configured
Policies )
= Scripts
§ 0cripts
Configuration Profiles
Software Updates @ Printers
oPrinters

Restricted Software
(g DiskEncryption
Mac Apps Not Configured

Patch Management [ Dockitems

0Dock Items
eBooks @
o Local Accounts

Groups S 0Accounts
Smart Computer o Management Accounts
Groups © Nt Confiqured
Static Computer
P P g Directory Bindings

0Bindings
Classes

Not Configured
Enroliment

(1) Restart Options
Not Configured

Enroliment Invitations

PreStage Enroliments
3 Maintenance
Not Configured

[@ Filesand Processes
Not Configured

Self Service

User Interaction

General

Display Name
Display name for the policy

[Alerl - Unapproved USB Drive

Category
Category to add the policy to

R — ]

Trigger

Event(s) to use to initiate the policy

(O] startup

When a computer starts up. A startup script that checks for policies must be configured in Jamf Pro for this to work
() Login

When a user logs in to a computer. A login event that checks for policies must be configured in Jamf Pro for this to work

(") Network State Change
When a computer's network state changes (e.g., when the network connection changes, when the computer name changes, when the IP
address changes)

(7 Enroliment Complete
Immediately after a computer completes the enrollment process.

() Recurring Check-in
Atthe recurring check-in freauency configured in Jamf Pro

26 — @]
[5)) EF! Password t a custom event

Custom Event
Custom event to use to initiate the policy. For an iBeacon region change event, use "beaconStateChange"

(protet —_—27

Execution Frequency
Frequency at which to run the policy

>~———28

(") Make Available Offiine

Cancel save

—22

—_—23
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29.In the payload sidebar, click Scripts.
30.Click Configure.

© General

@ Packages
0 Packages

gy Software Updates
Not Configured

29 Lo Scripts.

0 Scripts

@ Printers
0 Printers

(g DiskEncryption
Not Configured

[ Dockitems = Configure Scripts

0 Dock Items . . .
Use this section to run scripts.

Local Accounts | Configure I 30
0 Accounts

Management Accounts
Not Configured

Do

Do

y Directory Bindings
0 Bindings

& EFlPassword
Not Configured

Restart Options
Not Configured

% Maintenance
Not Configured

[ Filesand Processes
Not Configured

® ‘r(',l
31.Locate the "Unapproved USB Drive Alert" script in the list.
32.Click Add next to "Unapproved USB Drive Alert".
[ Unapproved USB Drive Alert Scripts \j Add |

33.Click Scope.
34.Click Add (+).

Computers :  Policies

< Alert - Unapproved USB Drive

33 - I Scope I Self Service User Interaction

Targets Limitations Exclusions
Target Computers Target Users
Computers to deploy the policy to Users to deploy the policy to
Specific Computers - Specific Users -

Selected Deployment Targets

TARGET TYPE

No Targets
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35.Click Computer Groups.

Computers : Policies

< Alert - Unapproved USB Drive

Options Scope Self Service User Interaction

C-——3s8

Targets Limitations Exclusions
Add Deployment Targets Done
Computers I Computer Groups I Users User Groups Buildings Departments
QFilter results 1-10 of 90
GROUP NAME
All Managed Clients Add
anyorg_it does exist Add
Macs running macOS 14.5 o later Add
User is an Admin account settings are dimmed Add
User is an admin Add
Computers that are enrolled - Application Install Add
TESTDATA_2ec1d570_Static_Group_1 Add
TESTDATA_2ec1d570_Static_Group_2 Add
TESTDATA_2ec1d570_Static_Group_3 Add
TESTDATA_2ec1d570_Static_Group_4 Add
36.Search for Unapproved USB Detected.
37.Click Add.
38.Done
Computers : Policies
< Alert - Unapproved USB Drive
Options Scope Self Service User Interaction
Targets Limitations Exclusions
Add Deployment Targets
Computers Computer Groups Users User Groups Buildings Departments
36 | 1-10r1

GROUP NAME

Unapproved USB Detected

— 37

39.Click Save.

This completes this section.
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Section 5: Jamf Protect - Create a Removable Storage Control Set

What You'll Need
Hardware and Software

Requirements for following along with this section:
e Jamf Protect with administrator privileges to the macOS Security portal (Jamf Protect web app)
¢ The Vendor and Product ID's of your USB disks that you saved in Section 1 of this guide.

In this section, you will configure Jamf Protect to monitor and control USB and external drive
connections. You will create a Removable Storage Control Set and add your approved
devices as overrides.

Access Jamf Protect
1. Open a web browser and navigate to your macOS Security portal (Jamf Protect web app) URL.

2. Log in with your administrator credentials.

e N

< jamf

Log in to Jamf Protect

Email*

Log in using Jamf ID

Don't have a Jamf ID? Sign up

(S J

Create a Removable Storage Control Set
3. In the left sidebar, click Device Controls.

4. Click Create.

Aovie,nc Device Controls

82 overview

@ Compliance control set.

© Threat Prevention

3 — & Device Controls

'S Unified Logging.
Telemetry

© Administrative

g Protect 121082025 534 PMOMT &

Device controls prevents the use of removabie storage devices (often USB drives or memory cards) to mitigate unauthorized access and data loss. To restrict access to removable devices you must configure a removable storage

 Computers < Removable Storage Control 4 sero
W Aerts Name. Description | Associated Plans. Modified Created 0
Configuration
@ Analytics No Results

Try dfusing the fiters o find whatyou'e oaking for.
# Pians
% Actions
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5. In the Name field, enter: USB Drive Control Set.

6. In the Description field, enter: Blocks unauthorized USB devices from mounting while allowing
Read-Only access to approved devices.

7. Verify that Default Permission is set to Prevent.

NOTE: The Prevent permission blocks unapproved devices from mounting. Read Only allows
reading but not writing. Read and Write allows full access.

Add Approved Device Overrides
8. Scroll down to the Total Overrides section.

9. Under Total Overrides, click Add (+).

Device Controls /

Create

< Create Removable Storage Control Set

Name

Default Permission
5 — [ USB Drive Control Set ] L Prevent .—%— 7
Description S
Default Local Notification Message
Blocks unauthorized USB devices from mounting while allowing Read-Only access to Enter a notification displayed to users when a removable storage device is restricted.
6 w— | approved devices. B o
This removable storage device is not allowed.
4

Total Overrides (0) 9

10.Under the Removable Storage Override Type, click the menu and select Product ID.
11.Click Add (+).

Removable Storage Override Type

Encrypted Devices ~

"An identifier used to target removable

storage devices and override default
settings

Encrypted Devices

Details
Vendor ID

Cancel 1 1
Serial Number

10—Qie ]

Section 5 Page 25



12.Navigate to the Product ID Override Details section, under Product ID Overrides, click Add (+).

Device Controls /

Removable Storage Control Set

< USB Drive Control Set [N

Name

USB Drive Control Set

Description

Total Overrides (1)

Type Permission Apply to

Product ID Read Only All

0 added Product IDs

Default Local Notification Message Enter a notification displayed to users when a removable storage device is restricted,

Blocks unauthorized USB devices from mounting while allowing Read-Write access to approved devices.
This removable storage device is not allowed.

Product ID Override Details <m—

Local Notification Message Enter a notification displayed to users when a removable storage device is restricted.

This removable storage device is limited to read-only.

g Product ID Overrides ()

13.In the Vendor ID field, enter the Vendor ID from Section 1 (e.g., 0x5583).

14.In the Product ID field, enter the Product ID from Section 1 (e.g., 0x0781).

15.Click Add.

Product ID

Vendor ID

| oxo781

0x5583
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16.Under Product ID Override Details click the Permission menu and select Read and Write.
NOTE: Select Read and Write to allow approved devices full access. Select Read Only if you
want to allow reading but prevent writing to the device.

17.Click Save.

Device Controls /

Name

< USB Drive Control Set

Removable Storage Control Set

save |

17

@ Delete

Default Permission

[ USB Drive Control Set

) (proven o

Description

approved devices.

Blocks unauthorized USB devices from mounting while allowing Read-Only access to

Default Local Notification Message
Enter a notification displayed to users when a removable storage device is restricted.

This removable storage device is not allowed.

Total Overrides (1) + Add Product ID Override Details
Permission Apply to
Type Permission Apply to [Read and Write ~ ] [A" ~ ]
Product ID Read and Write All @ 1 6
Product ID Overrides (@
1added Product IDs =
5 Upload
O Vendor ID | Product ID
O 0x04e8 0x6300

18.Repeat steps 10-15 for each additional approved drive.

This completes this section.
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1 — Analytics.

Section 6: Jamf Protect - Create an Analytic Set
What You'll Need
Hardware and Software

Requirements for following along with this section:
e Jamf Protect with administrator privileges to the macOS Security portal (Jamf Protect web app)

In this section, you will create a Custom Analytic that detects unapproved USB devices and triggers
the Jamf Pro Smart Group.

How This Connects to Jamf Pro

In Section 4, you created the following in Jamf Pro:
e Extension Attribute: Jamf Protect Alerts - collects identifiers written by Jamf Protect
¢ Smart Computer Group: Unapproved USB Detected - matches computers with the identifier
“unapproved_usb”
e Policy: Alert - Unapproved USB Drive - runs the notification script when computers join the
Smart Group

Now in the macOS Security portal (Jamf Protect web app), you will configure the Analytic to write
the identifier “unapproved_usb"” to computers when an unapproved USB drive is detected. This
creates the link between the two systems:

¢ Unapproved USB drive Inserted

e Jamf Protect writes identifier “unapproved_usb” to computer

e Extension Attribute collects identifier during inventory

e Computer joins “"Unapproved USB Detected” Smart Group

e Policy runs and displays Jamf Helper notification

Create an Analytic Set
1. In the macOS Security portal (Jamf Protect web app), click Analytics in the left sidebar.

2. Click Create Analytic Set.

g Protect 12/08/2025 655 PMOMT &

Analytics /

Analytic Sets

Apple,Inc
82 overview

© Compliance Analytic Sets  All Analytics

A Alerts
1-10f1
Configuration

Name | Description Jamf-managed Custom | Associated Plans. I Created (03 Modified

e oufithraicsor 156 o Defaut sseozs ogovaozs

& Plans
4 Actions
Threat Prevention
8 Device Controls
& Unified Logging

Telemetry

@ Administrative

8 Computers Use analytic sets to deploy groups of analytics via one or more associated plans. Once added to plans, you can continuously edit existing analytic sets + Create Analytic Set — 2
without redeploying the associated plans.
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3. In the Name field, enter: Unapproved USB Drive Detected.
4. In the Description field enter, Tracks and logs unapproved USB device detection events
5

. Click Save.

o~

. Click Analytics.

Analytics | Analytic Sets /

reate

o

< Create Analytic Set

Name
_-{Unappmea USB Drive Detected J
Description

4 @ Tracks and logs USB devi events. ‘

|

Analytics in this set

Jamf-managed (0) ~ Custom (0)

Search all... Group by: 1-156 of 156

~ Name Il Description | Severity . ¥ i SmartGroup Il Category ¥ Il Created Il Modified |

Living Off the Land (13)

v 0 selected eees 0005
() Reverse Shell Perl (Deprecated) Reverse shell creation . Living Off the Land gi’}ep/&“é;r 5:51/3%05; L
() catPiped toNC Reverse shell creation ° Living Off the Land 92612028 cs/zsra0zl
() Reverse Shell Generic (Deprecated) Reverse shellcreation.. @@ ® Living Off the Land gi?%”&rjr 543/12;9’/'5‘)(32“5’IT
(] Reverse Shell Netcat Reverse shell creation ° Living Off the Land 32612028 cojzsrenzol
() Reverse Shell PHP (Deprecated) Reverse shell creation ° Living Off the Land gi?gg”&;r gftalles‘)ézT

Create the Custom Analytic
7. Click Create Custom Analytic.

Analytics
Analytic Sets  All Analytics

Analytics detect suspicious user behavior and system activity. Jamf-managed analytics and categories are maintained by Jamf. Create custom
analytics to detect activity specific to your security needs. To deploy analytics, add individual analytics to one or more analytic sets, and then add each
analytic set to one or more plans.

Jamf-managed  Custom

< Search all. Group by: 1-156 of 156

> Name. Description Severity | ¥ || Tags 1 SmartGroup Category. VI Created Modified
> Living Off theLand (13) ®®®8 6005

> System Visibility (13) [TY Bl ®e0 2 000 10

Y Known Malicious File (66) @ os

> Persistence (15) €002 00013

> Credential Harvesting (3) @

> Common Attacker Technique (13) @ €08 €001 0001
> Evasion (11) 007 €001

> System Tampering (8) 2 ee01 €00 2 0003

> Apple Security (4) o001 ee01 000 2

lege Escalation (5) ®®® 4 0001
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8. In the Name field, enter: Unauthorized USB Inserted
9. Under Categories, select System Visibility.

10.In the Description field, enter: Detects when an unapproved removable USB storage device is
inserted. Approved vendors are excluded from triggering this analytic.

11.Set Severity to High.
12.For Sensor Type, select USB Event.

13.Under Analytic Filter, select Filter Text View and enter the following:

$event.type == 0 AND S$event.device.removable == 1 AND $event.device.writable == 1 AND
$event.device.vendorName != "Samsung"

Analytics /

Create

< Create Analytic

(@ Show Help

Analytic Description

Analytic Name Level

8 el | Unapproved USB Device ] 0 }%
Categories
9 g Sy e Visibility v
Descriotion
Detects when an unapproved removable USB storage device is inserted. Approved vendors are excluded from triggering this analytic.
10—
J
Severity
Severity
_—
High <) 11
Analytic Filter
Sensor Type
1 2 ————s[usstrent ”

20 Filter Query Builder View <> Filter Text View

Filter

Sevent.type == 0 AND $event.device.removable == 1 AND Sevent.device.writable == 1 AND $event.device.vendorName != "Samsung"
13—t

NOTE: Replace “Samsung” with your approved manufacturer name. To find the manufacturer
name, connect the approved USB device to a Mac and check System Information > Hardware >
USB. Use the exact manufacturer name string shown there. To add multiple approved vendors,
extend the predicate with additional AND statements. For example:

$event.type == 0 AND S$event.device.removable == 1 AND $event.device.writable == 1 AND

$event.device.vendorName != “Samsung” AND S$event.device.vendorName != “SanDisk”

NOTE: For more granular control, you can also filter by product name. See Jamf Protect
documentation for additional predicate options.

https://learn.jamf.com/en-US/bundle/jamf-protect-documentation/page/Creating Analytics.html

Understanding the Predicate
The predicate uses NSPredicate syntax to filter USB events:
¢ $event.type == 0: Matches insertion events only
e $event.device.removable == 1: Matches removable devices
¢ $event.device.writable == 1: Matches writable devices
e $event.device.vendorName != “Samsung”: Excludes devices from Samsung

This combination ensures the analytic only triggers when an unapproved, removable, writable USB
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Configure Analytic Actions
14.Select the checkbox for Add to Jamf Pro Smart Group.

15.In the Identifier field, enter: unapproved_usb
NOTE: This identifier MUST match exactly the Value you entered in the Smart Group criteria in
Section 4, Step 20. If these do not match, the workflow will not function.

Analytic Actions

1 4 D — Add to Jamf Pro Smart Group

Identifier This value must match a pre-configured Jamf Pro extension attribute.
15

Tags

Select value v

Analytic Context Items

+ Add Context Item

Snapshot Files

+ Add Snapshot File

16.Click Save.

Analytics /

Create

< Create Analytic

Analytic Description

@ Show Help

Analytic Name Level
Unapproved USB Device 0 *
Categorie:
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Add the Custom Analytic to the Analytic Set

17.Click Analytics.
18.Click Analytics Sets

19.Click the Unapproved USB Detected analytic set.

20.Under Analytics in this set, click Custom.

21.In the search field, enter: Unauthorized USB.

22.Click the disclosure triangle next to System Visibility (1).

23.Select the checkbox next to the custom analytic you created.

24 Click Save.

Analytics / Analytic Sets /

Analytic Set

Name

< Unapproved USB Detected-_24 [(0cone | @ veete

Associated Plans

| Unapproved USB Detected

Description

USB Drive Control Plan

Analytics in this set

Jamf-managed (0)  Custom (1) @m— 20
2] =@ Unauthorized USB

~ Name I Description

22— - System Visibility (1) - 4

1 selected

2 3 — Unauthorized USB

I Severty . ¥ I SmartGroup Il category ¥ | Created I Modified
i~ 12/09/2025 12/09/2025
000 System Visibility 15106 Ab T 15106 A ouT

For this guide we will not be using tags

NOTE: Tags help you connect different security rules together, like building blocks that work as a
team. Click the link below to learn more about tags.

https://learn.jamf.com/en-US/bundle/jamf-protect-documentation/page/Analytic Chains.html

Related Documentation

e Jamf Protect Documentation: Prohibited USB Insertion Detections
https://learn.jamf.com/en-US/bundle/jamf-trusted-access-solution-guide-business/page/

trustedAccess macOSDeviceControls.html

¢ Jamf Protect Documentation: Creating Analytics

https://learn.jamf.com/en-US/bundle/jamf-protect-documentation/page/Creating Analytic Sets.

html

e Jamf Protect GitHub Repository: https://github.com/jamf/jamfprotect

Contains custom analytic predicates and examples, including USB detection samples

This completes this section.
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Section 7: Jamf Protect - Create and Configure the Plan
What You'll Need
Hardware and Software

Requirements for following along with this section:
e Jamf Protect with administrator privileges to the macOS Security portal (Jamf Protect web app)
® The USB Drive Control Set from Section 5
¢ The Unapproved USB Detected Analytic Set from Section 6

In this section, you will create a Jamf Protect Plan and assign the Removable Storage Control Set
and Analytic Set to it. Plans are used to deploy configurations to your managed computers.

How This Connects Everything
The Plan brings together everything you have configured:
¢ USB Drive Control Set (Section 5): Blocks unapproved devices, allows approved devices
e Unapproved USB Detected Analytic Set (Section 6): Detects USB insertions and triggers Jamf
Pro workflow

When you assign both to a Plan, computers receiving the Plan will:
1. Block unapproved USB devices from mounting (Control Set)
2. Trigger the Jamf Helper notification via Jamf Pro (Analytic Set)

Create a Plan
1. In the macOS Security portal (Jamf Protect web app), click Plans.

2. Click Create Plan.

¥4 Protect

Apple, Inc

Plans

Plans are security configurations that are deployed to computers via configuration profiles. Each computer should only be assigned one plan.

82 overview

@ Compliance
Plans  Exception Sets

0O Computers
o + Create Plan I 2

A Alerts Endpoint Threat . Advanced Threat

Name | Auto Update Analytic Sets Il Agent Protocol B Log Level ot

Configuration Default Yes Default Analytic ¢ maqtt Block and report Error Disabled

T Analytics

B Plans

Actions

@ %

Threat Prevention

]

Device Controls

Unified Logging
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. In the Name field, enter: USB Drive Control Plan.

. In the Description field, enter: Prevent unauthorized USB drive usage and data loss.
. Under Threat Preventions, we are using the default settings.

. Scroll down to the Analytics sets and select Unapproved USB Detected.

. Select None for Telemetry.

. Scroll down to Device Controls.

O o0 N O~ U A~ W

. Click the dropdown menu and select USB Drive Control Set.
10.Click Save.

Plans /

Create 10

< Create Plan

General

Name Display name of the plan

3 __{ USB Drive Control Plan ]

Required

Description  Brief explanation of the purpose of the plan

4 __E Prevent unauthorized USB drive usage and data loss J]
4

Threat Prevention

Customize the level of p ion by iguring each facet of threat prevention.
Endpoint Threat Prevention Tamper Prevention Advanced Threat Controls
Detect, block, and report malicious processes Prevent unauthorized changes to the Jamf Protect Protect your endpoints from unsafe activity associated
targeting your system endpoints application with common attacker techniques

/A Managed computers with macOS 15 or later
require additional profile settings to make Jamf
Protect a non-removable system extension. See
Administrative > Downloads to download this

profile.
Analytic sets

Groups of analytics to trigger alerts
6 { Unapproved USB ™ }

Detected

Telemetry

Telemetry continuously captures system, user, and process activity to accelerate security investigations, support compliance audits, and provide visibility for IT
operations.

Telemetry configuration

7 None v

Device Controls

Designate specific removable storage rules to prevent unauthorized data access or accidental data loss. Create a device control set

Control set

9 [ USB Drive Control Set v

This completes this section.
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Section 8: Jamf Protect - Configure Email Notifications
What You'll Need
Hardware and Software

Requirements for following along with this section:
e Jamf Protect with administrator privileges to the macOS Security portal (Jamf Protect web app)
e A Jamf Protect user account for the IT team member who should receive alerts

In this section, you will configure Jamf Protect to send email notifications to your IT team when
security alerts are generated. Email notifications are enabled per user in Jamf Protect.

Enable Email Notifications for IT Users
1. In Jamf Protect, click Administrative (£83).

2. Click Account.
3. Click Users.

i U Protect

o9
&

& Administrative Account

3

Overview Users Groups Roles Identity Providers ~Change Management

T
E|®

Data

Organization Information
Downloads

Name
API Clients

Audit Logs Created

03/26/2025 8:16 PM GMT
Documentation

Domain
ckrivan.protect

Preferences

Certificate Authority ID
el

In-App High, Medium, Low Alert Access
Kept For 365 Days

In-App Informational Alert Access
Kept For 365 Days

—
E@@.@QQ&@%

Long Term Data Storage
Archived For 365 Days

App Information

4. Click on the user account that should receive email alerts.

." Protect
80 .. .
U5 & Administrative Account
©

‘Acccunt ‘ Overview Users Groups Roles Identity Providers ~Change Management
2 )
W

Downloads @] User 1 I Roles | Groups I Identity Prov|
W

API Clients -

O Full Admin Default Jamf D

ﬁ- Audit Logs
% Documentation
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5. Locate the Send Email Notifications checkbox.

6. Select the checkbox for Send Email Notifications.
7. Change Email Severity to High.

8. Click Save.

Account

Overview Users Groups Roles Identity Providers ~Change Management

8 @ Delete

€< cki——O M

Email
ck om

Last Login
Never

Origin
Added Manually

Identity Provider
This user is associated with an identity provider and may receive additional roles via an identity provider mapping in Jamf Protect.
Compare this user's group membership in your identity provider with the mappings created in Jamf Protect.

Jamf ID

Groups

Add a user to a group in Jamf Protect to assign additional roles
Add Group v

Roles

Roles to assign to this user in addition to groups and identity provider mappings

Add Role v

6 _end Email Notifications

Email Severity
Minimum severity of alerts to send email notification

7 g High v

Additional Identity Provider Information

O

9. Repeat steps 2-5 for each IT team member who should receive alerts.
NOTE: When enabled, users will receive email notifications for all alerts generated in Jamf
Protect, including removable storage violations. The email will include details about the alert, the
affected computer, and the user.

This completes this section.
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Section 9: Jamf Protect - Assign Plan to Computers
What You'll Need
Hardware and Software

Requirements for following along with this section:
e Jamf Pro server with the Jamf Protect integration configured
e Jamf Protect with administrator privileges to the macOS Security portal (Jamf Protect web app)
e The USB Drive Control Plan fully configured from Sections 5-8
e Target computers or computer groups to receive the plan

In this section, you will deploy the USB Drive Control Plan to your target computers. Plan
assignments are configured in Jamf Pro through the Jamf Protect integration. Once assigned,
computers will receive the plan and begin enforcing the USB drive restrictions.

How Plan Assignment Works

Jamf Protect plans are assigned to computers through Jamf Pro, not directly in the macOS Security
portal (Jamf Protect web app). This allows you to use your existing Jamf Pro computer groups and
scoping logic to determine which computers receive each plan.

Assign the Plan in Jamf Pro
1. Log in to your Jamf Pro server.

4 Pro

Username
|
Required
Password
s)
Required

2. Click the Settings (§3).
3. Click Jamf apps.

4. Click Jamf Protect.

o ro
89 Dashboard settings
L8 Computers >
(b Devices > Search
. 3
2 Users >
Al System Global Jamfapps Self Service Server Network Computer management Device management User management
%= Blueprints
6 settings
@ Compliance
B Jamf Parent Jamf Teacher S J
£ Settings
Configure restrictions and 1t ilities for Configure restrictions and management capabilities for Manag
Jamf Parent Jamf Teacher macO§
%8 Jamf Protect @ Jamf Remote Assist * E|
Sync and deploy endpoint security plans for macOS Configure settings for Jamf Pro's screen sharing Enable
o functionality page
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5. Verify that your Jamf Protect integration is connected (a @ shows a successful connection.)
6. Scroll down to the Plans section.
7. Locate your USB Drive Control Plan in the list. If you do not see your plan, click Sync

8. Click on the plan.

Settings :  Jamf Apps

< Jamf Protect

Jamf Protect Registration

5 I@ Jamf Pro is allowed to access your Jamf Protect tenant at Ckr\vanAEmlecl]ameIoud.com I

Edit Registration

Jamf Protect Deployment the jamf protect package to deploy to computers

Automatically deploy the Jamf Protect PKG with plans Computers in scope of your plan configuration profiles will automatically install the Jamf Protect PKG

Click on Jamf Protect Plans List of plans created in Jamf Protect that can be deployed as configuration profiles with Jamf Pro

Sync if you

do Not see =g Sync | Lastsynced: 12/08/2025 11:53 AM

your plan. )
Q  Search filterable columns... 1 1-20f2 G
NAME v \‘\ PROFILE \‘\ SCOPE | sITE Il | Loes
USB Drive Control Plan I USB Drive Control Plan Plan - Jamf Pr..I No scope defined None View
Default Default Plan - Jamf Protect Configura... All computers None View

NOTE: Only one plan can be assigned per device. Verify that no conflicting plans are assigned
before proceeding.

9. Click Edit.

Computers :  Configuration Profiles

< USB Drive Control Plan Plan - Jamf Protect Configuration

Options Scope Show in Jamf Pro Dashboard

Q search...

Signed Profile Remove Signature
@® General This profile is read-only because it is signed.
General
Application &
©  Custom Settings v Name
1 payload configured

(=) Certificate
Payloads configured: 3

¢ Managed Login ltems
@ 1 setting configured

Privacy Preferences Policy
O control
1 payload configured

g System Extensions
1 payload configured

[c] ] c] 0] 74
History Logs Download Delete Edit
T—
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10.Click Scope.

11.Click the Target Computers menu and scope to your needs. This guide will scope to All
Computers.

12.Click Save.

g Pro FuldamfPro v ¢ 0O &

Computers :  Configuration Profiles

< USB Drive Control Plan Plan - Jamf Protect Configuration

e [ -10
3} Inventory ——

oo
&8

2 Computers

(o]

Search Inventory

Q0 Targets Limitations Exclusions
&

Search Volume Content
- Licensed Software Target Computers Target Users
© Users to distribute the profile to

[ B |

Content Management [A\I Computers v T T 1 1

&

Policies

‘\Conflgurallon Profiles 1 Targets | + Add

Software Updates

Restricted Software TARGET TYPE

Mac Apps test's MacBook Air Computer [ Remove )
Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer
Groups

Classes

Enroliment
Enroliment Invitations

PreStage Enroliments

NOTE: You can also scope the plan to specific Smart Computer Groups or individual computers
based on your deployment needs. Computers will receive the plan configuration on their next
check-in with Jamf Protect. This typically occurs within 15 minutes but can be up to 24 hours
depending on your check-in configuration.

Section 9 Page 39



Verify Plan Assignment
13.In Jamf Protect, click Computers in the left sidebar.

14.Locate a computer that should have received the plan.

15.Click on the computer name

g protect

Apple, Inc

82 overview

@ Compliance

13

Computers

= Filter By: name, serial, macosVersio.

Filters: fullDiskAccess:Authorized X

Name T ¥ serial 7 | macOs Version 7 | Connection Status 7 || Threat Version 7 1

Protect Version 7

12/08/2025 11:36 PMGMT &

1-10f1

Compliance ¢, |

A Alerts Failures
Configuration
@ Analytics 1 5
& Plans
4 Actions
Threat Prevention
& Device Controls
=) Unified Logging
Telemetry
& Administrative
16.Click Computer Details.
Computers /
Apple, Inc
. Computer
83 overview
? [P
© Compliance <« [ test's MacBook Air & @ Delete Computer
0 Computers Compliance Details
- Alerts Version Status Compliance Baseline Status
Compliance Baseline Score
Configuration Protect Version Threat Version C 2 5
@ Anaiytics © Up to date © Uptodate =
B Plans " 0,
macOS Version 55.0%
Version 26.2.0
° © 33
Pass
@ Threat Prevention
& Device Controls
= Unified Logging ® O
Disabled
Telemetry
Alerts
& Administrative
24 Hours 30 Days
@00 High > © 00 Medium > ©00 Low >
New Auto Resolved New Auto Resolved New Auto Resolved
In Progress Admin Resolved In Progress Admin Resolved In Progress Admin Resolved
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17 Verify the USB Drive Control Plan is listed under the assigned plan.
NOTE: If you do not see your plan, go back to Jamf Protect and click the Sync button. On the
test Mac computer, open Terminal and run the following command:

sudo protectctl checkin

This forces a Jamf Protect agent check-in on Mac computers.

Computers /

Computer
< [ test's MacBook Air <
Overview Computer Details  Compliance Details

Computer Status

Connection status Not connected since

Not connected in 11 minutes 12/08/2025 11:25 PM GMT

Computer Info

Model
Mac14,15
Serial

Device ID
125 7c2

First Connected
11/06/2025 3:23 PM GMT

Web Protection Status
Disabled View Details

Install Type
System Extension

Full Disk Access
Authorized

0os
Version 26.2 (Build 25C56)

Architecture
armé4

Memory
8.0 GB

@ Full disk access is required for
detection and compliance
monitoring capabilities. For
more information, see Jamf
Learning Hub.

Edit Computer

i Delete Computer

Label Set a label for this computer

Plan Updated on check-in

| UsB Drive Control Plan

Tags
| Adda Tag v
Cancel

Current Plan

Modified

Hash
c3

Threat Prevention

Endpoint Threat Prevention
Block and report

Advanced Threat Controls
Disabled

12/08/2025 11:29 PM GMT

USB Drive Control Plan

Created
12/08/2025 5:42 PM GMT

a7b90

Tamper Prevention
Block and report

Analytic sets

Unapproved USB Detected

This completes this section.
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Section 10: Test the Configuration
What You'll Need
Hardware and Software

Requirements for following along with this section:
¢ A non-production Mac computer enrolled in Jamf Pro with Jamf Protect installed
® The USB Drive Control Plan assigned to the test computer (Section 9)
® An approved USB drive (matching a vendor in your custom analytic predicate)
® An unapproved USB drive (not matching any entries in your allowed list)

In this section, you will verify that the entire configuration works as expected. Testing should be
performed on a non-production Mac computer before deploying to your entire fleet.

Verify the Plan is Applied
1. Go to a test Mac computer that is enrolled in Jamf Pro with Jamf Protect installed.

2. Click the Apple menu.
3. Click System Settings.

A About This Mac

& System Settings... I
App Store

© Recent Items >
® Force Quit Finder X< 8D
© Sleep

< Restart...

O Shut Down...

[=3

Lock Screen ~8Q
@ Log Out test... S%8Q

‘@
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4. In the sidebar, click General.
5. Scroll down and click Device Management.

6. Verify the Jamf Protect configuration profile is installed. This is the plan from Jamf Protect.

[ JON ) < Device Management
Q Ssearch This Mac is supervised and managed by: Al
g Signiin Device (Managed)
ith your Apple A
v your Apple Aceount App Installers - Microsoft Edge
1 setting
B App Installers - PPPC and Managed Login Items
2 settings
8 Bluetooth 3
FileVault Enablement for ADE
Network 4 settings
Jamf Connect Notifications
Battery 1 setting

Jamf Connect PPPC
1 setting

Jamf Notifications

1 setting

Appearance Jamf Remote Assist PPPC
1 setting

@ MenulBay Jamf Remote Assist Settings
1 setting

B Apple Intelligence & Siri
Managed Login Items - Jamf Apps

Desktop & Dock 1 setting
MDM Profile U "
g Displays 3 settings (=)
Spotlight Passcode Configuration
1 setting
Wallpaper Privacy Preferences Policy Control
1 setting
g Notifications USB Drive Control Plan Plan - Jamf Protect Configuration 6
7 settings ——
Sound WiFi
1 setting
Focus

Screen Time

. M nek Qrraen
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Test with an Unapproved Drive
7. Connect an unapproved USB drive to the test Mac computer. Use a drive that does NOT match
any vendor and product entries in your approved list.

8. Wait a few seconds for Jamf Protect to detect the device.
9. Verify the drive does NOT appear in Finder. The device should be blocked from mounting.
10.Verify a notification appears on the screen.

11.Verify the Jamf Helper pop-up displays:
® The HCS logo
® The heading: Unapproved Storage Device Detected
® The message explaining the device is blocked

12.Click OK to dismiss the notification.

HCS Technology Group
Unapproved Storage Device Detected

You have connected an external storage device that is not
on the approved lst.
This device has been blocked for security purposes.
1f you require access to use this device for work, please
nce.

contact the T team for as

10" B0 THODO® "7 AT
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13.0pen your IT team email inbox.
14.Locate the Jamf Protect alert email.

15.Verify the email contains details about the removable storage alert, including the affected
computer and user information.

jamf

Alert Description USB device inserted

Alert Timestamp (UTC) 2025-12-08 23:42:17

Host Name

Alert Link

16.Remove the unapproved USB drive from the test Mac computer.

Test with an Approved Drive
17.Connect an approved USB drive to the test Mac computer. Use a drive from a vendor listed in
your custom analytic predicate (e.g., Samsung if you used the example predicate).

18.Wait a few seconds for the device to mount.
19.Verify the drive DOES appear in Finder. The device should mount normally.
20.Verify the Jamf Helper pop-up does NOT appear.

& Finder Fie Edit View Go Window Help ¥ 7 ®m) Q B TueDeco 307PM

180 RO DB "7 AWB
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21.Check your IT team email inbox and verify no alert email was sent for this device.
NOTE: If the Jamf Helper pop-up appears for an approved device, verify that the vendor
name in your custom analytic predicate exactly matches the vendor name shown in System
Information > Hardware > USB for that device.

22.Remove the approved USB drive from the test Mac.

Summary

You have successfully configured USB Drive Restrictions with Jamf Protect. Your environment now:
1. Allows approved USB devices to mount and function normally without alerts
2. Blocks unapproved USB and external storage devices from mounting
3. Displays a branded pop-up notification to users when they connect an unapproved device
4. Sends an email alert to your IT team for each unapproved device incident

Next Steps
® Review the approved devices list periodically and update as needed
* Monitor the IT email alerts for patterns that may indicate policy violations
e Consider creating reports in Jamf Protect to track removable media incidents over time
e Train end users on the approved USB drive policy and how to request new devices be added

Related Documentation
® How to Use Jamf Helper in Jamf Pro (prerequisite guide)
https://hcsonline.com/support/resources/white-papers/how-to-use-jamf-helper-in-jamf-pro
e Jamf Protect Administrator Guide
https://learn.jamf.com/en-US/bundle/jamf-protect-documentation/page/Jamf Protect
Documentation.html

This completes this guide.
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